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Public summary

m Presents a longitudinal and specification-centric analysis of Bluetooth security, synthesizing two decades of evolution
across Bluetooth Classic and BLE to establish a unified understanding of their security and privacy properties.

m Constructs a rigorous taxonomy that systematizes over 100 publicly disclosed vulnerabilities and attacks, enabling struc-
tured reasoning across protocol layers, system components, and implementation boundaries.

m Provides a comparative assessment of attack capabilities, underlying root causes, and defensive limitations, offering ana-
lytically grounded insights into the systemic weaknesses of current Bluetooth ecosystems.

m Identifies unresolved research challenges and articulates forward-looking research directions, laying the methodological
foundation for future Bluetooth security studies and the development of principled mitigation strategies.
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Abstract: Bluetooth is a short-range wireless communication technology widely used for commands and data exchange
among billions of mobile, wearable, and IoT devices. Despite significant improvements in Bluetooth security mechanisms
with the upgrade of the Bluetooth Specification, various security vulnerabilities have continued to be discovered over the
past few decades, leading to attacks that impact a huge number of devices. In contrast to the enthusiasm for research on
specific Bluetooth security issues, a systematic understanding of this field is still lacking, especially concerning the secur-
ity and privacy properties of different versions and features, including both Bluetooth Classic and Bluetooth Low Energy.
This gap hinders the development of a systematic methodology in Bluetooth security research. In this paper, we review the
evolution of the Bluetooth Specification and its security mechanisms over the past two decades. We then systematically
provide a comprehensive summary of more than 100 vulnerabilities and attacks in Bluetooth communication using our
well-defined taxonomy. Through this taxonomy, we categorize vulnerabilities and attacks based on affected system levels
and locations in the Bluetooth protocols and stack. We also offer insights into the strengths and limitations of these attacks.

Based on our systematic review, we propose promising directions to inspire future research in Bluetooth security.

Keywords: Bluetooth security; vulnerability; attack
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I Introduction

Invented by Ericsson in 1994, Bluetooth has gradually
evolved into one of the most widely used low-power, short-
range wireless communication technologies. Billions of
smartphones, laptops, tablets, headsets, keyboards, mice, fit-
ness trackers, and other types of electronic devices utilize
Bluetooth technology for data transmission and device con-
trol. The Bluetooth specifications, standardized by  the
Bluetooth Special Interest Group (SIG), consist of two partly
incompatible protocols: Bluetooth Classic (BC) and Bluetooth
Low Energy (BLE). It’s important to note that Bluetooth
mesh is a network-layer protocol based on BLE. Bluetooth
Classic is mainly used for continuous communication with
high traffic, such as audio streaming and file transfer, while
Bluetooth Low Energy is primarily used for short burst com-
munication, such as control signaling, and for the large-scale
networking of Bluetooth devices through the Bluetooth mesh
protocol.

Since Bluetooth is designed for and widely deployed in bil-
lions of wearable, mobile, and personal computing devices, a
significant amount of sensitive information is transmitted
over Bluetooth connections, and many_sensitive devices are
controlled via Bluetooth. Therefore, it is crucial to ensure the
security of Bluetooth specifications and implementations.
Despite concerted efforts by the Bluetooth SIG, vendors, and
security researchers have been devoted to improving
Bluetooth security, vulnerabilities continue to be discovered,
and their numbers are growing much faster in recent years.

Frequent vulnerability disclosures not only indicate an in-
creasing concern over Bluetooth technology security but also
highlight that the security of Bluetooth protocols and imple-
mentations is still imperfect. According to known vulnerabil-
ities and attacks, adversaries can eavesdrop on calls, steal
sensitive data like SMS verification codes and contracts, track
victims' activities, make phone calls, and even gain complete
control of victim devices. Therefore, understanding these vul-
nerabilities and attacks in detail is crucial for advancing the
security of Bluetooth.

Our work aims to provide an up-to-date and comprehens-
ive survey of the security vulnerabilities and attacks on cur-
rent Bluetooth specifications and implementations to help
general Bluetooth users be aware of the risks in Bluetooth.
We conduct an extensive investigation on various Bluetooth
vulnerabilities and attacks, including but not limited to those
from the literature, and categorize them based on their loca-
tion in Bluetooth technology. We also analyze these vulnerab-
ilities and attacks and propose practical methods to mitigate
them.

The rest of the paper is organized as follows: In Section 2,
we briefly introduce Bluetooth specifications and security
mechanisms. Section 3 presents our taxonomy of Bluetooth
vulnerabilities and attacks, categorizing them accordingly.
Vulnerabilities and attacks at the algorithm level are categor-
ized and described in detail in Section 4, while those at the
protocol level are discussed in Section 5. Implementation-
level flaws and attacks are detailed in Section 6, those at the
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application level are analyzed in Section 7, and privacy-re-
lated issues are covered in Section 8. We provide some future
directions in Section 9. Finally, we summarize the paper in
Section 10.

II Background

A Bluetooth Overview

Ericsson introduced Bluetooth technology in 1994 and estab-
lished the Bluetooth Special Interest Group (SIG) with IBM,
Intel, Nokia, and Toshiba for Bluetooth development.
Bluetooth SIG released Bluetooth 1.0 in 1999 and updated it
to versions 1.1 (2001) and 1.2 (2003). In 2002, the IEEE
802.15 Working Group standardized Bluetooth as IEEE
802.15.1-2002. In 2004, Bluetooth was updated to version
2.0, which introduced Enhanced Data Rate (EDR) techno-
logy to improve Bluetooth transmission capability. In 2007,
Secure Simple Pairing (SSP) was introduced in Bluetooth 2.1
to strengthen pairing security. Bluetooth was upgraded to ver-
sion 3.0 in 2009, introducing Alternate MAC/PHYs (AMP)
technology to further improve Bluetooth transmission speed.
In 2010, Bluetooth 4.0 introduced the new Bluetooth Low En-
ergy (BLE) stack, while the previous Bluetooth stack was
called Bluetooth Classic (BC) stack. Bluetooth SIG proposed
Bluetooth 4.1 in 2013 and 4.2 in 2014, each introducing Se-
cure Connections (SC) in BC and BLE, respectively, to en-
hance Bluetooth security. Bluetooth 5.0 was introduced in
2016 to improve the BLE transmission rate and reduce power
consumption. In 2017, Bluetooth SIG proposed Bluetooth
mesh technology based on the BLE stack for large-scale multi-
hop networking. Subsequent updates to Bluetooth 5.0 resul-
ted in four sub-versions, released in 2019, 2021, and 2023.
Bluetooth 6.0 " is the latest version as of now.

Bluetooth operates in the 2.4 GHz ISM frequency band,
with a typical communication range of 1 to 100 meters.
Bluetooth Classic (BC) divides this band into 79 channels
(each 1 MHz wide), while Bluetooth Low Energy (BLE) uses
40 channels (spaced 2 MHz apart), including 3 advertising
channels and 37 data channels. The maximum theoretical data
rate for BC is 3 Mbps, and for BLE, it is 2 Mbps, though ac-
tual rates may vary.

Bluetooth devices use a 48-bit Bluetooth device address as
their unique identifier. The high 24 bits are assigned to device
manufacturers by the Bluetooth SIG, and the low 24 bits are
assigned to different Bluetooth devices by their manufactur-
ers. BC does not have an-additional privacy protection mech-
anism for the Bluetooth device address, except that the high
24 bits of the address are not transmitted after connection es-
tablishment. In contrast, BLE allows the use of a private
device address to conceal the device’s real address, thereby
preventing BLE device tracking. User-friendly Bluetooth
device names, which can be modified by users, are designed
to facilitate device identification.

Bluetooth devices play different roles when communicat-
ing. In BC, the roles are divided into Master and Slave, where
the Master initiates connections, and the Slave receives them.
For BLE devices, the roles are divided into Central and Peri-
pheral, with the Central device establishing connections based
on the advertising packets from the Peripheral device. Note
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that in BC, the roles of Master and Slave can be exchanged
between devices during a connection. In contrast, the roles of
BLE devices are fixed.

B Bluetooth Architecture

The Bluetooth system consists of two parts: the Bluetooth
core stack and the application, as illustrated in Fig. 1. The
core stack is divided into the Bluetooth controller and the
Bluetooth host, interacting via the Host Controller Interface
(HCI). The Bluetooth controller, typically implemented in the
Bluetooth chip, handles lower-level operations including
Physical and Link layer protocols. The Bluetooth host, run-
ning in the device’s operating system (OS), is responsible for
higher-level operations including the L2CAP layer and other
application-related protocols. Bluetooth profiles, defined by
the Bluetooth SIG, specify necessary functions in the core
stack and other required settings. To date, there are numerous
Bluetooth profiles, with common ones including the Hands-
Free Profile (HFP) for voice connections between smart-
phones and Bluetooth headsets, the Phone Book Access Pro-
file (PBAP) for transferring contacts, and the Human Inter-
face Device Profile (HID) for devices like mice and key-
boards. Additionally, the Bluetooth mesh profile, based on the
BLE stack, is a networking protocol offering many-to-many
communications.

C Bluetooth Security Mechanism

Various security mechanisms are designed to ensure the se-
curity of Bluetooth communication. Fig. 2 illustrates the con-
nection establishment process for BC and BLE. When two
Bluetooth devices establish a secure connection for the first
time, they negotiate a shared key through the pairing process.
After successful pairing, the devices store the shared key
(Link Key for BC and Long Term Key for BLE) to form a
bonding relationship. BC supports two pairing methods: PIN
Pairing for devices prior to version 2.1 and Secure Simple
Pairing (SSP) for version 2.1 onward. PIN Pairing requires
two devices to enter the same PIN code for key derivation and
mutual authentication. SSP, introduced in Bluetooth 2.1, util-

i m m m E - —————-—-
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19 \ -
15 [ Bluetooth Profiles ]
\<_._______|_____
4
1 ‘ General Access Profile (GAP) ’ Bluetooth
I - Mesh
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i T ]
St Host Controller Interface (HCI) ] \
1 a Link Manager Protocol 1
1= (LMP) .
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Fig. 1. Architecture of Bluetooth Classic and Bluetooth Low Energy
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Fig. 2. Overview diagram for connection establishment of BC and BLE

izes the Elliptic Curve Diffie-Hellman (ECDH) algorithm
based on the P-192 Elliptic curve for key derivation, which
was later upgraded to the P-256 Elliptic curve in Secure Con-
nections (introduced in Bluetooth 4.1) to enhance security.
SSP defines four association models: Just Works (JW), Nu-
meric Comparison (NC), Passkey Entry (PE), and Out of
Band (OOB), catering to different device I/O capabilities.
BLE also supports two pairing methods: LE Legacy Pairing
(LEP) for devices prior to version 4.2 and Secure Connec-
tions Pairing (SCP) for version 4.2 onward. The association
models in SCP are similar to those in SSP, but LEP differs
notably, including the absence of the NC model.

Designing a unified mechanism for Bluetooth device pair-
ing and user confirmation is challenging due to the wide
range of Bluetooth devices and their varying user-device in-
teraction interfaces. As a result, Bluetooth devices are cat-
egorized based on their input/output capabilities (I/O capabil-
ities), as shown in Table 1. In terms of input capability,
devices can be classified into three categories: “No input”,
“Yes/No”, and “Keyboard”. “No input” devices cannot re-
ceive any user input, “Yes/No” devices allow users to con-
firm or reject pairing requests, and “Keyboard” devices are
capable of receiving numeric input. Regarding output capabil-
ity, there are two classifications: “No output” and ‘“Numeric
output”. “No output” devices lack a display, while “Numeric
output” devices can show numeric strings. Combining these
input and output capabilities, the Bluetooth Specification fur-
ther categorizes devices into five types: “NolnputNoOutput
(NINO)”, “DisplayOnly (DO)”, “DisplayYesNo (DYN)”,
“KeyboardOnly (DO)”, and “KeyboardDisplay (KD)”.
“NINO” devices neither receive user input nor display in-
formation. “DO” devices can only show numeric strings.
“DYN” devices allow users to confirm or reject requests
based on displayed numeric strings. “KO” devices can re-
ceive numeric input but have no display. “KD” devices can
both receive numeric input and show numeric strings on the
screen. It is important to note that the “KD” category is, as of
the current specifications, unique to BLE, though this may
change as technology evolves.

Furthermore, the Bluetooth standard determines the appro-
priate association model for pairing based on the I/O capabil-
ities of the initiator and responder, as outlined in Table 2. In
BLE Legacy Pairing, the “Just Works” model is employed if
either the initiator or responder has “NINO” capabilities, or if
each device is either a “DO” or “DYN” device. The “Passkey
Entry” model is used when one device is “KO” or “KD”, and
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Table 1. I/O capabilities mapping of BC and BLE

Output cap.
Input cap. -
No output Numeric output
No input NolnputNoOutput DisplayOnly
Yes/No NolnputNoOutput DisplayYesNo
Keyboard KeyboardOnly KeyboardDisplay (BLE)

DisplayYesNo (BC)

Table 2. I/O capabilities mapping to association models

Initiator
Responder  Dpjgplay Display = Keyboard Nolnput Keyboard
Only YesNo Only  NoOutput. Display
Display Only  JW W PE W PE
Display JW (LEP) PE (LEP)
YesNo W Nesseiscpy PE W Neser)
Keyboard PE PE W PE
Only
Nolnput w w w w
NoOutput
Keyboard PE (LEP) PE (LEP)
Display PE Ncsep) PE W Ne (sep)

the other is not “NINO”. For BLE Secure Connections Pair-
ing, “Numeric Comparison” is employed if both devices are
either “KO” or “KD”. In other cases, the association models
for BLE Secure Connections align with those of BLE Legacy
Pairing. In BC Secure Simple Pairing/Secure Connections,
“Numeric Comparison’ is used if both the initiator and re-
sponder are “DYN” devices. For all other cases, the associ-
ation models comply with those of BLE Legacy Pairing.

Once two Bluetooth devices are bonded, the pairing pro-
cedure is no longer necessary for future secure connections.
Secure connection establishments in BC require device au-
thentication and the negotiation of encryption key length.
There are two versions of BC Authentication: Legacy Au-
thentication (prior to 4.1) and Secure Authentication (4.1 on-
ward). Legacy Authentication involves unilateral authentica-
tion using the El algorithm, whereas Secure Authentication
employs mutual authentication using the HMAC-SHA-256
algorithm. If authentication is successful, the two devices ne-
gotiate the encryption key length, which ranges from 1 to 16
bytes, before initiating encrypted communication. If both
devices support Secure Connections, Secure Authentication
and AES-CCM are used for authentication and encryption, re-
spectively. If not, Legacy Authentication and the EQ stream
cipher are employed for authentication and encryption. For
BLE, the secure connection establishment does not involve an
authentication process. Instead, AES-CCM is utilized for con-
fidentiality, integrity, and data authentication.

The Bluetooth Core Specification incorporates various se-
curity algorithms for different purposes, including the EO al-
gorithm for encryption, the SAFER+ algorithm for pairing
and key generation, and the E1 algorithm for authentication.
However, these self-developed algorithms are not approved
by the Federal Information Processing Standards (FIPS). As
the Bluetooth standard has evolved, these algorithms are be-
ing gradually replaced by FIPS-approved algorithms such as
AES-CCM, HMAC-SHA-256, and P-256 ECDH.
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III Bluetooth Vulnerability and Attack
Classification

According to the Glossary of Key Information Security
Terms ™ by the National Institute of Standards and Techno-
logy (NIST), vulnerability is defined as “Weakness in a sys-
tem, system security procedures, internal controls, or imple-
mentation that could be exploited or triggered by a threat”,
while an attack is defined as “Any kind of malicious activity
that attempts to collect, disrupt, deny, degrade, or destroy in-
formation system resources or the information itself”. In gen-
eral, attacks utilize specific vulnerabilities, and vulnerability
disclosures always accompany corresponding attacks. There-
fore, it is essential to analyze the combination of vulnerabilit-
ies and attacks to be thoroughly aware of the resulting secur-
ity threats.

To study existing Bluetooth vulnerabilities and attacks and
summarize them, we first investigate all papers related to
Bluetooth security and privacy published between 2000 and
April 2025 at the big four top-tier security conferences (i.e.,
CCS, USENIX Security, SP, and NDSS). We also select pa-
pers from journals and conferences associated with Bluetooth
security and privacy. To ensure the comprehensiveness of our
survey, we search for Bluetooth-related vulnerability and at-
tack reports from renowned security industry conferences
such as Black Hat. Finally, we include vulnerabilities and at-
tack incidents reported by The Hacker News ! that are not
covered in the above research.

To better assess the threats posed by vulnerabilities and the
capabilities of attacks, we classify the Bluetooth vulnerabilit-
ies and attacks according to the affected levels. Vertically,
Bluetooth security can be divided into four levels from bot-
tom to top: algorithm level, protocol level, implementation
level, and application level. Specifically, all Bluetooth secur-
ity features rely on underlying cryptographic algorithms.
Based on cryptographic primitives, the Bluetooth Core Spe-
cification proposes various security protocols to protect the
confidentiality, integrity, and authentication of Bluetooth
communications. Bluetooth device manufacturers implement
corresponding security features according to the Bluetooth
protocols. Application developers utilize the security capabil-

Algorithm-level

Paring Protocols

Authentication Protocolsj

Generation Protocols

Protocol-level

Bluetooth Attacks
and Vulnerabilities

Implementation-level

Application-level

Privacy-related

Fig. 3. Classification of Bluetooth vulnerabilities and attacks

ities of the Bluetooth protocol stack to protect Bluetooth ap-
plications. Security vulnerabilities may exist at each level of
Bluetooth and could be exploited for attacks. Horizontally, in
addition to the above security issues, Bluetooth also faces pri-
vacy-related vulnerabilities and attacks. Therefore, we classi-
fy Bluetooth vulnerabilities and attacks into five categories:
algorithm level, protocol level, implementation level, applica-
tion level, and privacy-related. For each category, we further
divide it into subcategories based on the affected components,
which will be discussed from Section 4 to Section 8.

In Table 3, we summarize the distribution of current
Bluetooth vulnerabilities and attacks under our classification.
It is evident that most Bluetooth security research is focused
on the protocol level and implementation level. The Fig. 4-il-
lustrates research trends in Bluetooth vulnerabilities and at-
tacks over the past 25 years. According to the figure, there is
a small peak of research activity in the first decade, followed
by a stable period. After 2018, a new wave of research began
and continues to the present.

Vulnerability discovery and attack implementation meth-
ods constantly evolve with Bluetooth version updates. The se-
curity protocol design and implementation before Bluetooth
2.1 were incomplete, leading to numerous primitive vulnerab-
ilities. Vulnerability mining in this period mainly relied on
manual analysis and experience summaries, and the attack
methods were straightforward. However, Bluetooth was not
an extremely attractive target for attackers and security re-
searchers at that time, given the limited functionalities and

Table 3. Bluetooth vulnerabilities and attacks classified statistic

Level Vulnerability&Attack Type Number
Algorithm Encryption algorithm cracking 8
Pairing protocol vulnerability 13
Authentication protocol vulnerability 2
Protocol Key negotiation and generation protocol p
vulnerability
Miscellaneous protocol vulnerability 1
Logic-level vulnerability 15
Implementation .
Binary-level vulnerability 13
Application  Inappropriate use 10
) Communication sniffing 2
Privacy ) .
Device tracking 8
127 o Algorithm-level
=— Protocol-level
10| —e— Implementation-level
—+— Application-level
g8+ —=— Privacy-related
o —— Total
o |
E 6
=

0 — ; A : —

2000 2005 2010 2015 2020 2025
Year

Fig. 4. Bluetooth vulnerability and attack research trends
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user base. With the updates of the Bluetooth standard, espe-
cially the introduction of BLE in Bluetooth 4.0, the functions
of Bluetooth greatly expanded, and the widespread use of mo-
bile/wearable smart devices dramatically increased the user
base. The growing amount of sensitive data and privileges re-
lated to Bluetooth has raised significant concerns about
Bluetooth security. In recent years, security researchers have
employed automated analysis methods, such as formal ana-
lysis and fuzzing, to hunt for vulnerabilities in Bluetooth pro-
tocols and implementations. Meanwhile, the security mechan-
isms of Bluetooth have continued to be upgraded, posing in-
creased challenges for launching attacks on Bluetooth.

IV Algorithm-level Vulnerabilities and
Attacks

Algorithms here refer to the various security functions, such
as those for encryption, key derivation, authentication, pair-
ing, etc., utilized by Bluetooth technology. Since these secur-
ity algorithms are fundamental modules of Bluetooth security,
implemented and executed on all Bluetooth devices regard-
less of the manufacturer, a vulnerability in one of these al-
gorithms can potentially put all Bluetooth devices on the mar-
ket at risk. Even more concerning is that a vulnerability in a
security algorithm often indicates inherent design flaws,
which are almost impossible to patch in theory. The only way
to address such a vulnerability effectively is to replace the
flawed algorithm with a new, secure one. This replacement
necessitates a major revision of the Bluetooth standard and
may result in a prolonged period of insecurity. Therefore, vul-
nerabilities and attacks at the algorithm level pose the greatest
security threat to Bluetooth technology among all types of
vulnerabilities and attacks.

Fortunately, no theoretical vulnerabilities have been found
in self-developed security algorithms except for the EO al-
gorithm. AES-CCM replaced the EO algorithm after
Bluetooth 4.1, and attacks on the EQ algorithm had a limited
impact on Bluetooth security. The EO algorithm is'a stream
cipher that generates the ciphertext by exclusive-OR-ing the
plaintext with the keystream. It was utilized for Bluetooth
Classic communication encryption before version 4.1. Note
that BC devices after version 4.2 still support the EO al-
gorithm for backward compatibility with older devices unless
the newer devices are in Secure Connections Only Mode. The
keystream of the EQ algorithm is generated using a crypto-
graphic algorithm based on Linear Feedback Shift Registers
(LFSRs) with a 128-bit Link Key. The EO stream cipher is
considered a relatively weak encryption algorithm in crypto-
graphy, according to the National Institute of Standards and
Technology (NIST) ™. Hermelin and Nyberg ! analyzed the
correlation properties of the EOQ algorithm for the first time,
proving that it is significant to limit the keystream length to
avoid being broken. Following that research, a number of at-
tacks on the EO cipher keep coming up “". Still, they are not
practical since the frames required for analysis are more than
the maximum frame number 2% using the same key, as spe-
cified by the Bluetooth Core Specification. Lu et al. " pro-
posed the first practical attack on the EO algorithm, which can
recover the encryption key with 2* computations and 2>*
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frames. Zhang et al. """ proposed a more efficient attack re-
quiring 27 computations and 2”7 frames. However, all at-
tacks mentioned above are known-plaintext cryptanalysis,
which cannot crack the real Bluetooth ciphertext under the
ciphertext-only condition. Zhang et al. " further improved
their previous attack and presented the first practical cipher-
text-only attack against the EO algorithm, using 2* frames
with 2% computations to recover the encryption key in a few
seconds.

Summary. Due to the comprehensive security evaluations
of the EO algorithm and the adoption of FIPS-approved cryp-
tographic algorithms in the security protocols designed after
Bluetooth 4.1, there are few research analyzing Bluetooth se-
curity vulnerabilities from an algorithmic perspective over the
past decade. It is also unlikely to become a popular research
focus for Bluetooth security in the future.

V Protocol-level Vulnerabilities and At-
tacks

Protocol here refers to the various protocols designed by the
Bluetooth SIG, including pairing protocols, authentication
protocols, key negotiation and generation protocols, etc. Note
that third-party application-layer security protocols designed
by device manufacturers, such as Tesla’s Bluetooth car key
authentication protocol, are excluded. As Bluetooth devices
produced by various manufacturers comply with the same
Bluetooth protocols, all Bluetooth products are threatened by
the vulnerabilities existing in their adopted protocols. Mitigat-
ing such principal flaws requires the Bluetooth SIG to revise
its protocols and all Bluetooth manufacturers to patch their
implementations, which takes a long period and is impossible
for upgrading legacy Bluetooth device protocols. In practice,
device manufacturers mitigate protocol-level vulnerabilities
by patching’ their firmware rather than revising protocols,
which does not solve all security issues. The threats posed by
protocol-level vulnerabilities and attacks are only second to
those at the algorithm level. Vulnerabilities and attacks, ac-
cording to the protocol type, are classified in Fig. 5 and sum-
marized in Table 4.

PIN Pairing

Encryption Key Length Negotlatmn)

Cross-Transport Key Derivation

BC Device Role Exchange

Profile Authentication and Au[horizationj

Secure Simple
Pairing (SSP)
&LE Pairing

Paring Protocols

Authentication Protocols

Bluetooth Protocol-level
Vulnerabilities&Attacks

Key Negotiation and
Generation Protocols

Miscellaneous Protocols

Fig. 5. Classification of Bluetooth protocol-level vulnerabilities and at-
tacks
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Table 4. Protocol-level vulnerabilities and attacks summary
Protocol Type Attack Type Vulnerability&Attack Effect Affected Protocol Affected Affegted Mitigation
Stack Version
PIN Brute-force "’} Recover PIN PIN Pairing BC 1.0-6.0 SSp
Key Guessing
Group Guessing Attack ' Recover PassKey SSP/LEP/SCP PE BC&BLE 2.1-6.0  Spec. Update
BT-Nino-MITM .
Attack 04109 Impersonate Both Sides SSP JW BC 2.1-6.0  Spec. Update
Passkey Reuse ') Impersonate Both Sides SSP/LEP/SCP PE BC&BLE 2.1-5.0 Spec. Update
Method Confusion . SSP/LEP/SCP
: . Attack Impersonate Both Sides PE&NC BC&BLE 2.1-5.2  Spec. Update
Pairing Man in Pairine Confusi
the Middle alrlz%tac(l)(nm] ston Impersonate Both Sides SSP/LEP/SCP PE BC&BLE 1.0-5.3  Spec. Update
BlueMirror ! Impersonate Initiator ~ SSP/LEP/SCPPE ~ BC&BLE 2.1-5.2  Spec. Update
Ghost Attack ' Impersonate Responder SSP/LEP/SCP PE BC&BLE 2.1-6.0  Spec. Update
Misbinding Attack *?  Impersonate Responder SSP/LEP/SCPNC  BC&BLE  2.1-6.0 Spec. Update
Denial of Keysize Confusion Invalidate Bonding ~ SSP/LEP/SCP  BC&BLE ~ 2.1-6.0  Spec. Update
Service Attack ¥
2 Impersonate Bonded s
Authentication BIAS &9 . BC Authentication BC 2.1-6.0  Spec. Update
Authentication Bypass Device
P BLESA Impersonate Peripheral BLE Authentication BLE 4.0-6.0 Spec. Update
, KNOB 427 Encryption Key Key Length BC&BLE 1.0-6.0  Spec. Update
Breaking Key Brute-force Negotiation
Negotiation . . Key Length
28] -
BLUFFS Encryption Key Reuse Negotiation BC 2.1-6.0  Spec. Update
Key negot1at.10n ' TK Cracking ™ Encryption Key LEP BLE 4.0-4.1 SCP
and generation Breaking Key Brute-force
tocol G ti i
protoco? eneration 1 valid Curve Attack toen  Eneryption Key ECDH Key BC&BLE  2.1-5.0 Spec. Update
vulnerability Brute-force Exchange
_ BLUR © Overwrite Shared Key ~ /0SS TFNSPOIL prgpi B 42.52  Spec. Update
Breaking Key Key Derivation
Derivati -
ervation CSIA Overwrite Shared Key  CrOSSTTamSPOrt  pgopi g 4252 Spec. Update
Key Derivation
CI:)rr?jgct:lt\iljn Blacktooth Attack @ Illegal Connection Role Exchange BC 2.1-6.0  Spec. Update
Miscellaneous Privil Profil
rivilege B4 . rofile i
Escalation Blacktooth Attack Tllegal Service Access Authen.&Author. BC 2.1-6.0  Spec. Update

A Vulnerabilities and Attacks on Pairing Protocols

Two Bluetooth devices utilize pairing protocols to establish a
trust relationship. During pairing, the devices authenticate
each other and generate shared secret keys. Once the pairing
process is complete, the paired devices trust each other and
store these shared keys for future secure connections. Since
pairing protocols vary among Bluetooth standard versions and
between BC and BLE, vulnerabilities and attacks can be clas-
sified according to the versions of the pairing protocols.
Bluetooth PIN Pairing requires the user to enter the same
secret PIN code into both Bluetooth devices for authentica-
tion. The PIN length is between 1 and 16 bytes, but in prac-
tice, the vast majority of PINs consist of 4 decimal digits,
meaning the PIN can be brute-forced in at most 10000 at-
tempts. In addition, the Bluetooth Core Specification does not
specify a method for PIN generation, and the randomness of
the PIN is not guaranteed. Even worse, some Bluetooth
devices (like wireless headsets) do not have input capabilities
and use fixed default PINs (like 0000 and 1234) that cannot
be modified by users. All these vulnerabilities make the PIN
easy to guess. Shaked and Wool ! introduced an efficient
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brute-forcing PIN cracking algorithm, capable of cracking
any 4-digit PIN in 63 ms with a Pentium IV 3GHz HT com-
puter. They also proposed the Re-Pairing attack, which al-
lows an attacker to force a victim’s device to forget a paired
device and then pair with the attacker’s device using the
cracked PIN. However, this attack may raise the user’s suspi-
cion, as the pairing request originates from a device that
should already be paired, and user confirmation is needed to
complete the process, making the attack less stealthy and
practical.

SSP/LE Pairing Just Works (JW) model is designed for
cases where at least one of the pairing devices has neither in-
put nor output capabilities, or in cases where both devices
lack input capabilities. In theory, a malicious device may
stealthily pair with a victim device in JW model since this
mode does not require any manual user confirmation. Al-
though central devices like smartphones and laptops require
user confirmation when pairing with other devices using the
JW model to avoid silent pairing, such pop-up confirmation
dialogs are not mandated by the Bluetooth standard. Further-
more, user confirmation is impossible on a NINO device,
meaning silent pairing is still feasible. Since no information is

CSTR: 32290.14.JUSTC-2024-0114
DOI: 10.52396/JUSTC-2024-0114
JUSTC, 2026, 56(X):


https://cstr.cn/32290.14.JUSTC-2024-0114
https://cstr.cn/32290.14.JUSTC-2024-0114
https://cstr.cn/32290.14.JUSTC-2024-0114
https://cstr.cn/32290.14.JUSTC-2024-0114
https://cstr.cn/32290.14.JUSTC-2024-0114
https://doi.org/10.52396/JUSTC-2024-0114
https://doi.org/10.52396/JUSTC-2024-0114
https://doi.org/10.52396/JUSTC-2024-0114
https://doi.org/10.52396/JUSTC-2024-0114
https://doi.org/10.52396/JUSTC-2024-0114

Zzsrg "

Aietal.

available for device verification in the JW model, users can-
not distinguish an authentic pairing device from a forged one.
The Bluetooth Core Specification also points out that the JW
model provides no protection against man-in-the-middle
(MITM) attacks. Additionally, the input/output capability ex-
change messages are not integrity-protected, allowing an at-
tacker to force the victim device into pairing in JW model by
falsifying these exchange messages. Haataja et al. '*"! pro-
posed the BT-Nino-MITM attack, exploiting the aforemen-
tioned vulnerability. The adversary clones the Bluetooth
device addresses of both pairing devices. When the two vic-
tim devices are pairing, the forged devices, impersonating the
victim devices to each other, send NINO capability messages
during the I/O capability exchange to force both devices into
using the JW model. This enables the attacker to silently pair
a malicious device with the victim device, thereafter eaves-
dropping on communications and sending malicious or de-
ceptive messages to the victim devices. In fact, numerous
subsequent attacks (e.g., BlueDoor, BLUR, BadBluetooth,
BlueRepli, etc.) utilize vulnerabilities in the JW model as part
of their attack strategies.

SSP/LEP/SCP Number Comparison (NC) model is de-
signed for cases where both pairing devices can display a 6-
digit number and accept a “yes” or “no” response from a user.
A user should compare the passkeys displayed on both
devices and confirm the pairing requests if the passkeys are
the same. In contrast, the SSP/LEP/SCP Passkey Entry (PE)
model is designed for cases where one pairing device has in-
put capability, while the other only has output capability. A
user should enter the 6-digit passkey, displayed on one
device, into the other, and then both devices check if the pass-
keys are equal. Sun et al. """ pointed out that the MITM pro-
tection of the PE model will be compromised once devices re-
use the passkey for pairing and provided a method to recover
the passkey from pairing exchanges. Barnickel et al. " cre-
ated Bluetrial to launch MITM attacks under passkey reuse
conditions in the PE model. Claverie and Esteves " pro-
posed the BlueMirror attack against the PE model. When two
devices are pairing, a malicious device first impersonates the
Responder and reflects all pairing messages to the Initiator to
pass the authentication process. The 6-digit passkey can be re-
covered from the pairing exchanges. Then, the malicious
device impersonates the Initiator and pairs with the Respon-
der using the PE model with the recovered passkey. In this
way, the malicious device can replace the Initiator to pair
with the Responder. However, ~the Initiator under the
BlueMirror attack cannot communicate with the Responder
since they are not paired. The user easily becomes aware of
the attack because of the availability anomaly, which limits
the threat in practice.

Some researchers notice that certain pairing models have
similar Uls, which may lead to user mistakes. Von
Tschirschnitz et al. " pointed out that since both NC and PE
are related to 6-digit passkeys for user verification, general
users who are not familiar with the Bluetooth pairing mechan-
ism may get confused when distinguishing between NC and
PE. Exploiting this vulnerability, they proposed a MITM at-
tack named the Method Confusion Attack. An attacker uses
two malicious devices to impersonate two pairing devices, re-
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spectively, by copying their Bluetooth device addresses.
When the two victim devices are pairing, the attacker inter-
feres with the pairing process and forces one victim device to
pair with one of the malicious devices using the NC model,
while the other uses the PE model simultaneously. Then the
attacker asks the user to enter the passkey generated in the
NC pairing process for the PE pairing process. If the user
enters the correct passkey on one device and clicks "yes" on
the other, both victim devices pair with the malicious devices,
respectively, rather than with each other. The attacker can
then eavesdrop and modify communications. They also™ per-
formed a user study and found that most users thought their
devices were securely paired using the PE model, and few
users recognized irregularities during the attack. Claverie et
al. ®" discovered more method-confusion-type vulnerabilities
and proposed Pairing Confusion Attack. Von Tschirschnitz et
al. ¥ further evaluated the migration proposed by Shi ez al. ™
and identified new vulnerabilities in previous solution propos-
als.

Vulnerability discoveries in the pairing protocols presen-
ted above rely on manual protocol analysis, which can be in-
efficient and less comprehensive: To automate protocol ana-
lysis and improve the efficiency of vulnerability discovery,
formal analysis tools (e.g., ProVerif) have been introduced for
Bluetooth pairing protocol analysis. Chang and Shmatikov
conducted a formal analysis of the SSP NC model with
ProVerif and found that a Bluetooth device might not be cap-
able of matching user confirmation with pairing sessions
when multiple SSP sessions are executed concurrently. This
issue causes the passkey for verification to potentially not be-
long to the session requiring authentication. Sethi et al. ™
formally analyzed the SSP protocol using ProVerif and pro-
posed the Misbinding Attack against the NC model. During
the pairing of two devices, an attacker uses a malicious device
to impersonate the Responder, compromised with malware, to
execute the pairing process with the Initiator in the NC mod-
el. The malicious device forwards all pairing communication
from the Initiator to the Responder, and the attacker can ob-
tain the NC passkey via the malware in the Responder. Then,
the malicious device is authenticated by the Initiator using the
passkey, successfully pairing with the Initiator. Note that
since the Responder pairs with neither the Initiator nor the
malicious device, the user may become aware of the attack
due to the unavailability of the Responder’s Bluetooth con-
nection.

Wu et al. ®! conducted a comprehensive formal analysis of
pairing protocols in BC and BLE, rediscovering five known
vulnerabilities/attacks, including Device Mis-Bonding
(DMB) P71, Co-located App ", BadBluetooth ), BLESA ™7,
and Method Confusion Attack "), as well as a new attack
named Cross Stack Illegal Access (CSIA), similar to BLUR 2.
Jangid et al. " conducted a formal analysis of the PE model,
uncovering three known vulnerabilities, including Passkey
Reusing ", BlueMirror *, and Method Confusion Attack !,
and two new attacks named Group Guessing Attack and
Ghost Attack. The Group Guessing Attack, exploiting the
vulnerability that the passkey generation is non-thread-safe
and the same passkey is used in all concurrent sessions, al-
lows an attacker to crack the passkey by pairing with the vic-
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tim device using several devices (no more than 20) concur-
rently. Then the attacker can pair with the victim device us-
ing the recovered passkey. The Ghost Attack is a kind of
MITM attack that exploits the vulnerability of a general user
being unable to determine whether the device sending the au-
thentication message is the device being paired. Assuming a
laptop and a keyboard are already paired and not in use cur-
rently, an attacker establishes a new pairing relationship with
the keyboard to obtain user input, usually causing the key-
board to forget the former pairing. The user’s laptop has to re-
enter the pairing process with the keyboard to establish con-
nections. The attacker uses a malicious device impersonating
the keyboard to respond to the pairing request and enter the
passkey gained from the user input for pairing authentication.
In this way, the attacker can eavesdrop on the user input and
inject arbitrary keystrokes. Shi et al. * introduced a compre-
hensive formal analysis model of the BLE SC pairing pro-
tocol, including all association models in the Bluetooth Spe-
cification, to uncover vulnerabilities caused by the interplay
between different association models. Their formal analysis
confirms two existing attacks (Method Confusion Attack
and Key Negotiation Downgrade Attack ©”') and discovers a
new attack called Keysize Confusion Attack, which causes in-
valid bonding by generating a key size conflict.

Some researchers extend the security model to discover
new vulnerabilities in the Bluetooth pairing protocols. Tron-
coso and Hale " proposed the CYBORG model to formally
analyze the security of human-device interaction during PE
model pairing and argued that all versions of PE do not meet
any level of CYBORG security. Yin ! formalized the threat
models of Bluetooth to clarify and bridge the gaps in pro-
tocol design and practical requirements of the original CY-
BORG model. He designed Attackers of Confidential- and
Authenticated-extra channels to handle the settings in threats
and protocol requirements. The analysis results indicate
weaknesses and insecurities in SSP protocols.

B Vulnerabilities and Attacks on Authentication Proto-
cols

Two paired Bluetooth devices utilize the shared key (e.g., the
Link Key for BC) to authenticate each other when reconnect-
ing. Note that the authentication protocols for BC are spe-
cified in the Bluetooth Core Specification and implemented in
the Link Layer. In contrast, no dedicated authentication pro-
tocol for BLE exists in the Bluetooth Core Specification, al-
lowing manufacturers to design application-level authentica-
tion protocols. Antonioli et al. " found that the Legacy Au-
thentication protocol only provides unilateral authentication,
with the device in the Master role always authenticating the
one in the Slave role without being authenticated in return.
Furthermore, the Master and Slave roles can be switched at
any time after the paging process. Although the Secure Au-
thentication protocol provides mutual authentication, it is only
used if both devices support Secure Connections (SC). This
means that authentication will be downgraded to Legacy Au-
thentication if one of the devices does not support SC, even if
they had previously paired using SC. They also proposed the
BIAS attack, exploiting these vulnerabilities. An attacker can
impersonate one of the paired devices and bypass authentica-
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tion from the other device without knowing the Link Key by
switching their role to Master and declaring no support for
SC, thus downgrading the authentication protocol version.
However, the BIAS attacker cannot complete the connection
procedure since communications after key length negotiation
are encrypted with an encryption key derived from the Link
Key. Wu et al. * conducted a formal analysis of the BLE re-
connect process using ProVerif and uncovered two vulnerab-
ilities. The first is that link-layer authentication/encryption is
optional, and the second is that authentication can be circum-
vented in the reactive authentication model. They also dis-
covered flaws in the authentication processes of i0OS and An-
droid, where communications are downgraded to plaintext
rather than being aborted if the peripheral declares no Long
Term Key (LTK). They proposed the BLESA attack to imper-
sonate the peripheral and provide spoofed data to the central
device.

C Vulnerabilities and Attacks on Key Negotiation and
Generation Protocols

Considering the diverse computing capacities of different
Bluetooth devices, the Bluetooth  standard specifies an en-
cryption key length negotiation process to accommodate the
encryption needs of devices with limited capabilities. Anto-
nioli et al. **" found that key length negotiation exchanges
are neither confidentiality nor integrity protected, and the
minimum key length is 1 byte for BC and 7 bytes for BLE.
They proposed the KNOB attack, which involves downgrad-
ing the encryption key length by modifying the key length
suggestions to the minimum value during the pairing/connect-
ing process of two devices. This allows an attacker to brute-
force the encryption key in a reasonable amount of time and
eavesdrop on Bluetooth communications. Antonioli * also
discovered that an attacker could reproduce the encryption
key by reusing the authentication challenge’s random num-
ber, leading to issues with forward and backward secrecy. He
proposed the BLUFFS attacks, which exploit the flaws in en-
cryption key reuse to compromise the forward and future
secrecy of Bluetooth sessions. A BLUFFS attacker can imper-
sonate either the Master or Slave device to spoof a target BC
device or launch a MITM attack.

The key generation protocols have also drawn researchers'
interest. Ryan ®! noticed that the generation of the Long Term
Key (LTK) in LE Legacy Pairing is related to the Temporary
Key (TK). However, the generation process of TK is insec-
ure since TK is always 0 in the JW model and is a 6-digit
number in the PE model. An attacker can easily crack TK and
further compute LTK, with which they can launch MITM at-
tacks. Landrock and Kjaersgaard " mentioned an invalid
curve attack against SSP in a patent, where an attacker at-
tempts to recover a device’s ECDH private key by sending in-
valid coordinates and computing the key based on the victim’
s responses. The attacker can obtain the private key if it is not
changed in time. The Bluetooth standard provides some meth-
ods to mitigate this vulnerability, and most implementations
choose to update the private key after three failed pairing at-
tempts. Biham and Neumann " found two vulnerabilities in
the Bluetooth ECDH protocol: the practice of sending both x-
coordinate and y-coordinate during the ECDH key exchange
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and only authenticating the x-coordinate. They proposed the
Fixed Coordinate Invalid Curve Attack, where an attacker can
obtain the ECDH shared key and perform a MITM attack by
forcing the shared key to a predictable value (e.g., o) by re-
placing the y-coordinate of the public key with 0. The attack-
er has a 50% probability of compromising the encryption key
and another 50% probability of causing the pairing to termin-
ate. Antonioli et al. "' discovered vulnerabilities in Cross-
Transport Key Derivation (CTKD). Bluetooth 4.2 and later
versions allow dual-mode Bluetooth devices to derive the
BLE Long Term Key from the BC Link Key and vice versa to
avoid a second pairing process. However, two devices can ex-
ecute the pairing process on the transport not currently in use,
even if they are already paired on the other transport.
Moreover, the key generated by the later pairing process will
overwrite the existing shared key regardless of the security
level/mode of the pairing. They proposed the BLUR attack by
exploiting the CTKD vulnerabilities. An attacker imperson-
ates one of the paired devices and attempts to pair with the
other using the JW model on the transport that is not in use.
After the pairing is completed, the shared key will be re-
placed by the attacker’s key, and the attacker can establish
malicious Bluetooth connections with the victim device.

D Vulnerabilities and Attacks in Miscellaneous Proto-

cols

Besides vulnerabilities in Bluetooth security protocols, design
flaws in other protocols can also impact the security of
Bluetooth communications. Ai et al. " identified design
flaws in the role-switch mechanism and profile management.
They developed the Blacktooth Attack, as shown in Fig. 6, to
bypass the authentication and authorization mechanisms. This
attack allows the establishment of a malicious connection to
control the victim’s device in an entirely stealthy manner.

In particular, they identified a flaw in the role design of
BC, termed Unfixed Master-Slave Roles (Vulnerability #1).
According to the Bluetooth Core Specification, the device ini-
tiating the connection assumes the Master role, and the roles
of Master and Slave can be switched at any time. This aspect
of the protocol design implies that the roles are symmetric in
link-layer communication. However, from the perspectives of
security protocols and application functionalities, the devices
are asymmetric. This inconsistency in protocol design could
be exploited, potentially amplifying other threats. An attacker

n\ 0
w3 it A
L L ‘ i
Smartphone | Shared Headset 1. Forge
[ master ] link key slave ] identity [ Attacker

2. Connection request

K Vulnerability #1
3. Connection reply

Agree to be the slave

Keep Legacy Authentication
4. AU_RAND

5. SRES=H(K,, AU_RAND, BD_ADDR;)
6. Reduce encryption key entropy

Claim to be the master

Vulnerability #2

Vulnerability #3

7. Profile change and privilege escalation Vulnerability #4 & #5

8. Control the victim smartphone

Fig. 6. The process of the Blacktooth attack
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can proactively send a connection request to assume the Mas-
ter role and bypass user interaction. This vulnerability, com-
bined with Unilateral Legacy Authentication " (Vulnerabil-
ity #2) and Potential Low Encryption Key Entropy *? (Vul-
nerability #3), could enable an attacker to establish a mali-
cious connection with a victim device without user involve-
ment. They also noted that the Bluetooth standard does not
provide actionable suggestions regarding profile authentica-
tion and authorization. In practice, operating systems (OSes)
allow profile connections that are inconsistent with the device’
s declared function without additional authentication (Vulner-
ability #4) and authorize new profile functionalities by de-
fault (Vulnerability #5). For instance, a headset could estab-
lish an HID connection typically used by keyboards, and
users would not receive any notification or confirmation. By
combining these vulnerabilities, they proposed the Black-
tooth Attack. In this attack, an impersonator of a BC device
previously paired with the victim device proactively sends a
connection request to stealthily initiate the connection and as-
sume the Master role. The attacker then bypasses victim au-
thentication, shortens the key length, and adds sensitive pro-
files to escalate privileges. Consequently, the attacker can
steal sensitive information and inject arbitrary commands in-
to the victim’s device.

Case study. Blacktooth Attack is effective against
Bluetooth devices manufactured by the major vendors, in-
cluding Apple, Google, Samsung, HUAWEI, HONOR,
OnePlus, OPPO, Xiaomi, etc., running various operating sys-
tems, including Android, i0S, iPadOS, macOS, and Har-
monyOS. A Blacktooth attacker can create malicious
Bluetooth connections with the victim’s device and steal
private data and inject commands.

E Summary

The security analysis of Bluetooth protocols is a popular top-
ic, with pairing protocol security analysis attracting the most
attention. Generally speaking, the discovery of vulnerabilities
and the updating of protocols exhibit a trend of alternating
progression. On the one hand, the identified vulnerabilities
are almost addressed in subsequent security protocol up-
grades. On the other hand, vulnerabilities are still discovered
in new version protocols.

Meanwhile, with the extensive adoption of automated pro-
tocol analysis tools, the efficiency and comprehensiveness of
vulnerability discovery in Bluetooth protocols improve signi-
ficantly. Automated protocol analysis is gradually replacing
traditional manual protocol analysis as the primary research
method for Bluetooth protocol security analysis now and in
the future.

Of course, as protocol security analysis becomes more in-
depth and the design of new protocol versions becomes more
standardized, the number of potential Bluetooth protocol vul-
nerabilities will gradually decrease, and the popularity of re-
lated research is also likely to decline.

VI Implementation-level Vulnerabilities
and Attacks

Implementation refers to the software and hardware products
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that satisfy Bluetooth standards. Since implementations vary
among vendors and Bluetooth standard versions, implementa-
tion-level vulnerabilities typically exist in specific Bluetooth
chips or within manufacturers’ stacks/OSes. Furthermore,
manufacturers, being familiar with their own implementa-
tions, can patch vulnerabilities in a timely manner without
waiting for revisions to the Bluetooth standard. Therefore, the
impact of implementation-level vulnerabilities and attacks is
generally less significant than those at the protocol and al-
gorithm levels. Implementation-level vulnerabilities can be
further classified into logic-level flaws and binary-level flaws.
Logic-level flaws refer to implementation errors that conflict
with Bluetooth specifications or to unspecified implementa-
tions with design flaws. Binary-level flaws, on the other hand,
pertain to code vulnerabilities in vendors' Bluetooth stacks,
which may lead to issues such as buffer overflow, deadlock,
etc. We have classified the implementation-level vulnerabilit-
ies and attacks as shown in Fig. 7 and summarized them in
Table 5.

Table 5. Implementation-level vulnerabilities and attacks summary

A Logic-level Vulnerabilities and Attacks

As soon as Bluetooth technology came into practical use, at-
tacks against Bluetooth devices began emerging one after an-
other. The first known Bluetooth attack, Bluejacking, was
proposed by a Malaysian IT consultant between 2001 and
2003 ®1. A Bluejacking attacker sends unsolicited messages
to Bluetooth-enabled devices such as mobile phones. This is

Modern Mobile/Laptop OS)

Fig. 7. Classification of Bluetooth implementation-level vulnerabilities
and attacks

Logic-level

Implementation-level
Vulnerabilities&Attacks

Binary-level

Affected Affected

Level Attack Type Vulnerability&Attack Effect Flaw Location Stack SyStem/FirmWase Patched
Lo . Communication .
2
Bluejacking Send Unsolicited Message Authorization BC Symbian v
Bluesnarfing Illegal OPP Connection OPP Authorization BC Symbian v
Bluesnarfing++ ! Illegal OPP Connection OPP Authorization BC Symbian N4
Bluebugging ! Send Arbitrary AT Commend AT Command Interface BC Symbian v
HeloMoto 19 Illegal HSP Connection HSP Authentication BC Symbian v
Key negotiation and peyice Mis-Bonding ) Unauthorized Device Access App Bluetooth Permission ~ BC Android V4
generation protocol
vulnerability Co-located App " Unauthorized Device Access App Bluetooth Permission  BLE Android v
BadBluetooth ! Profile Privilege Escalation Profile Authorization BC Android X
Logic Bluerepli ! Illegal PBAP/MAP Connection PBAP/MAP Authorization = BC Android X
. . . Android, Windows
[50] 5 5
SCO Downgrade Downgrade to Plaintext ~ SCO Mode Implementation BLE macOS, i0S, Linux v
BlueDoor P! Downgrade to Plaintext ~ Authentication&Encryption BLE IoT OSes v
BLEDiff Security Bypass Pairing Implementation BLE  Android, IoT OSes Vv
Bluesmack Ping of Death L2CAP Ping Mechanism BC Symbian v
L. BlueChop Disrupt Piconet Piconet Connection BC Symbian v
Key Negotiation and ) ) i )
Generation Deauthentication £ Reject Legal Connection Connection Handling BC&BLE Android, Windows, X
Process IoT OSes
BLEDiff Process Abort/Crash Pairing Implementation BLE  Android, IoT OSes v
BlucBome . Data Leakage, RCE, MITM  © Unidue Implementation =g - Androld, I0S, =
Flaws Windows, Linux
BLEEDINGBIT 9 RCE Advertising Packet BLE  TIChip Firmware v
Handling
BleedingTooth & RCE Advertising Packet BLE Linux v
Handling
. Unauthorized Sweyntooth 17 Deadlock, Crash, RCE 18 Unique Implementation BLE 12 Chip Firmwares v
Binary . Flaws
Service Access ) i
BrakTooth £ Deadlock, Crash, RCE 15 Umque;;;l‘;’)vlsementatlon BC&BLE 16 Chip Firmwares v
BlueFrag ) RCE HCI Packet Reassembly BC&BLE Android v
BTFuzzer ) Information Leakage Boundary Check BC Android v
VirtFuzz ! Crash Multiple Connection ¢ ) Linux v
Complete Events
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possible because there is no permission control for sending
and receiving messages; a device can receive messages via
Bluetooth from any other Bluetooth device. Although Blue-
jacking messages themselves do not harm Bluetooth devices,
they can be used for phishing attacks with forged messages or
to annoy users with harmful intent. In 2003, Holtmann pro-
posed the Bluesnarfing attack ™, which gains unauthorized
access to Bluetooth devices by exploiting a firmware flaw in
the OBEX Push Profile (OPP). Through this attack, an attack-
er can force an OPP connection to the victim’s device and si-
lently steal data, including contact lists, text messages, and
files, as well as the international mobile equipment identity
(IMEI). An advanced version of this, known as
Bluesnarfing++ 1, enables an attacker to gain full read/write
access to the filesystem of victim devices. In 2004, Laurie
identified a firmware flaw in the AT command interface 7,
enabling attackers to issue AT commands to a vulnerable
device without the device owner’s knowledge. This Bluebug-
ging attack allows for reading/writing access to phonebook
and SMS, making phone calls, and controlling other
Bluetooth device features or services. Laurie also combined
Bluesnarfing and Bluebugging to create a new attack called
HeloMoto ! which allows attackers to control victim
devices via the Headset Profile (HSP) without authentication.
During this period, various DoS attacks were also discovered.
Bluesmack "7 is a "Ping of Death" attack that involves send-
ing excessive L2CAP ping packets, while the BlueChop at-
tack ™ disrupts an established piconet by spoofing and for-
cing a random Slave out of the piconet.

With the popularity of smartphones and laptops, the secur-
ity of Bluetooth in operating systems, such as Android, iOS,
Windows, and Linux, has attracted significant research in-
terest. Some researchers uncover vulnerabilities in external
device access control. Naveed et al. ¥ discovered a vulnerab-
ility in the access control of Bluetooth external devices in An-
droid. Specifically, this vulnerability lies in the Android se-
curity model, where access authorization to Bluetooth com-
munication is at the channel level rather than the device level.
This means one channel might contain several independent
Bluetooth device connections. If there is no additional authen-
tication between a Bluetooth external device and its official
application, any app with permission for the Bluetooth chan-
nel can access all devices connected through this channel,
even those it is not authorized to access. Exploiting this vul-
nerability, they proposed the external Device Mis-Bonding
(DMB) attack, where a malicious app establishes a Bluetooth
connection with a paired external device belonging to anoth-
er app and steals sensitive data without authorization. This
only requires BLUETOOTH and BLUETOOTH ADMIN permis-
sions. In the DMB attack, a cloned device replaces the real
one by deleting the Link Key, forcing the smartphone to re-
pair with the clone. When the official app tries to communic-
ate with its device, it connects to the spoofing device instead
and receives fake data. Since application-level authentication
can defeat the DMB attack, they analyzed 68 Bluetooth-en-
abled apps and found that none implemented app-device au-
thentication. They also developed a mechanism called Da-
binder to mitigate this vulnerability. Sivakumaran and
Blasco " introduced the Co-located App attack against BLE

-1

devices, based on the DMB attack. This attack enables a mali-
cious app to steal sensitive data from a connected BLE device
with only BLUETOOTH permission. They developed a static
analysis tool, BLECryptracer, to examine over 18,900 BLE-
enabled Android apps, discovering that more than 45% lacked
BLE data protection implementation.

Some works discover permission management flaws in
Bluetooth profiles within Android. Xu et al. ®* identified vul-
nerabilities in the authentication and authorization mechan-
isms of Bluetooth profiles in Android. They noted that during
the pairing process, a user cannot see the profile list, and after
pairing, only some profile service permissions requir¢ manu-
al user confirmation while others are granted automatically.
Furthermore, Bluetooth devices can arbitrarily change or add
profiles without user permission, gaining default authoriza-
tion. They also highlighted that the Code of Device (CoD) of
Bluetooth devices, which identifies device types and presents
corresponding icons in the Ul, can be modified. Exploiting
these vulnerabilities, they proposed the BadBluetooth attack.
In this attack, a preinstalled malicious app pairs with a mali-
cious Bluetooth device in Just Works mode to avoid user con-
sent. The malicious device then adds attack-related profiles
(e.g., HID, PAN, etc.) and reconnects to the victim’s smart-
phone for privilege escalation. They also developed a protec-
tion mechanism to mitigate the BadBluetooth attack. Xu and
Xin "1 discovered that the Bluetooth device address lists for
PBAP and MAP permissions are correlated in Android,
meaning a device with PBAP permission automatically ob-
tains MAP permission, and vice versa. They introduced the
BlueRepli attack, where a malicious device can silently
read/send text messages, requiring only PBAP permission.

Implementation flaws in OSes can also lead to a down-
grade in Bluetooth security. Zhang et al. * analyzed the se-
curity of the Bluetooth Secure Connections Only (SCO) mode
implementation in various operating systems, including An-
droid. According to the Bluetooth Core Specification, the
SCO mode only requires the BLE peripheral to authenticate
the BLE central (typically a smartphone and the connection
initiator), but reverse authentication is not mandatory, nor is
the programming framework for the BLE SCO mode spe-
cified. They found that if the BLE SCO mode implementa-
tion of the initiator cannot properly handle SCO initiation,
status management, error handling, and bond management,
attackers can downgrade the BLE pairing protocols to an in-
secure mode without users being aware. They exploited these
implementation flaws in Android to launch eight types of
SCO downgrade attacks, including data injection, informa-
tion stealing, DoS, MITM, etc. They evaluated these attacks
on five Android smartphones and other major OS implement-
ations, including Linux, Windows, macOS, and iOS, finding
all vulnerable. They also provided a defense prototype based
on the Android Open Source Project (AOSP). Classen and
Hollick ' noted that current user warnings in major OSes
about Bluetooth authentication and encryption failure are un-
clear, leading to users being unaware of potential attacks.
Lounis P observed that some Bluetooth devices disconnect
from existing connections when receiving new connection re-
quests, leading to deauthentication. An adversary can exploit
this by impersonating a Bluetooth device and attempting to
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connect to the victim device, causing the disconnection from
the device being impersonated. Repeated attacks could make
this deauthentication permanent. For other devices that reject
new connections from a connected device, an attacker’s
device can establish a Bluetooth connection before the legit-
imate device, causing the victim device to reject the legitim-
ate connection request.

Some researchers focus on the security of the Bluetooth
stack in external devices. Wang et al. © discovered that BLE
device authentication is implemented in the application layer
and is decoupled from link-layer encryption. This means that
the authentication process can still function even if the con-
nection is downgraded to plaintext. They also observed that
BLE central devices generally disable encryption rather than
abort the connection when they receive an encryption rejec-
tion from a BLE peripheral. Exploiting these vulnerabilities,
they proposed the BlueDoor attack. In this attack, the perpet-
rator impersonates the central device to pair with the peri-
pheral in 'Just Works' mode and simultaneously impersonates
the peripheral to connect with the central device and disable
encryption. The attacker gains the peripheral’s trust by for-
warding authentication messages from the central device and
then steals sensitive data from the peripheral. In a separate
study, Wen et al. ! developed an analysis tool called Firm-
XRay, designed to detect link-layer vulnerabilities in BLE
SoCs produced by Nordic and Texas Instruments (TI). Firm-
XRay targets three types of vulnerabilities: static
addresses/UUIDs (leading to identity tracing), "Just Works"
pairing (enabling active MITM attacks), and LE Legacy Pair-
ing (allowing passive MITM attacks). Testing 793 unique
firmware samples with FirmXRay, they found that 98.1% of
the devices used static Bluetooth addresses, 71.5% used “Just
Works” pairing, and 98.5% employed LE Legacy Pairing.

An automatic implementation analysis tool is also de-
veloped to identify implementation flaws that conflict with
the Bluetooth Specification. Karim et al. "' developed
BLEDiff, an automated, scalable, property-agnostic, -and
black-box protocol noncompliance checking framework that
can analyze and uncover flaws in BLE protocol implementa-
tions. BLEDIff can extract the protocol FSM of BLE imple-
mentations automatically using the active automata learning
method with a divide-and-conquer approach. They evaluated
BLEDIff with 25 different off-the-shelf BLE devices, reveal-
ing 13 different deviant behaviors with 10 exploitable attacks.

B Binary-level Vulnerabilities and Attacks

Armis Labs published an attack vector called BlueBorne
exploiting 8 unique vulnerabilities in the Bluetooth Classic
stack implementation of major OSes, including Android,
Linux, i0S, and Windows. BlueBorne can cause information
leakages, remote code execution (RCE), stack overflows, and
MITM attacks. They further revealed the BLEEDINGBIT
involving 2 Remote Code Execution (RCE) flaws in the BLE
firmware of TI SoCs. Nguyen " disclosed several zero-click
vulnerabilities in the BlueZ BLE implementation under the
name of BleedingTooth, causing RCE via BLE advertising
packets.

Instead of manual analysis, fuzzing is introduced to
Bluetooth stack implementation analysis for automatic vul-
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nerability hunting “"*). Kovah " identified 4 implementation
flaws, leading to RCE, in the BLE stack of chips produced by
Silicon Labs and TI using a homemade fuzzer. Karim ez al. ‘!
published a dynamic analysis framework called ATFuzzer for
automatic analysis of the AT interface in Android, and 4 in-
valid Bluetooth AT grammars are identified with the evalu-
ation on 10 Android smartphones. Garbelini et al. *” revealed
a collection under the name of Sweyntooth consisting of 18
various vulnerabilities in multiple BLE SoCs produced by
different manufacturers. These vulnerabilities may cause
crashes, deadlocks, and buffer overflows with potential RCE,
or even completely bypass security mechanisms. Pairing is
not required to trigger the majority of the flaws. They also de-
veloped an over-the-air fuzzing framework for automatic vul-
nerability discovery in arbitrary BC stacks and found 18 new
implementation flaws called BrakTooth “* by fuzzing 13 BC
devices, resulting in deadlocks, crashes, and RCE. Further-
more, they extended their fuzzer to analyze BLE stacks and
discovered 2 implementation flaws. Ruge et al. "' developed
a fuzzing framework based on advanced firmware emulation
named Frankenstein and uncovered 2 zero-click RCE vulner-
abilities in BC stacks and 1 in BLE stacks. They also dis-
closed BlueFrag, which is an RCE in Android HCI imple-
mentation. Jang et al. " utilized BTFuzzer to discover 2 new
implementation flaws in Android.

Case study. BlueBorne potentially affects billions of
smartphones, laptops, and IoT devices. A BlueBorne attacker
can implant malicious code into the victim’s device via a
Bluetooth connection without the user’s interaction, enabling
remote control of the device.

C  Summary

For implementation-level security issues, the most attention
from researchers is drawn to privilege escalation and remote
execution vulnerabilities. These types of vulnerabilities pose
high risks and significant threats to victims. Similar to the de-
velopment trends in protocol security analysis, automated
analysis tools such as fuzzing have gradually been employed
for vulnerability mining in Bluetooth implementations,
greatly enhancing the efficiency of vulnerability discovery.
However, due to the complexity of Bluetooth implementa-
tions and the variability among devices, current fuzzing tools
only cover the implementation of some core protocols. The
security of implementations related to common profiles at the
host layer, among others, has not been sufficiently investig-
ated. Additionally, most flaws discovered through fuzzing
tend to lead to system crashes, while the discovery rate of
high-value vulnerabilities, such as those enabling privilege es-
calation or remote execution, remains relatively low.
VII Application-level Vulnerabilities
and Attacks

Application refers to the use of Bluetooth technology in com-
mercial products. Even in the absence of vulnerabilities in
Bluetooth protocols and implementations, inappropriate meth-
ods of applying Bluetooth can also lead to security issues in
Bluetooth-enabled devices.

Some of the vulnerabilities lead to sensitive information
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leakage. The Bluetooth connections of Logitech mice are not
encrypted, since it is believed that mouse movements do not
leak useful information. Pan et al. "' argued that sensitive in-
formation (e.g., passwords) could be recovered from mouse
movement data contained in unencrypted Bluetooth packets
during software keyboard clicks. Jung et al. " found vulner-
abilities in Bluetooth-based proximity authentication imple-
mentations in Windows Dynamic Lock and Android Smart
Lock. An attacker can prevent a Windows computer or An-
droid smartphone from locking by establishing an insecure
connection between the device and a forged trusted device
and illegally use the device while the user is away. Cas-
agrande et al. ! analyzed various fitness trackers produced
by Xiaomi and Fitbit and identified several vulnerabilities due
to misuse of BLE security mechanisms (e.g., no/partial com-
munication encryption). They published an automatic tool
named Breakmi to launch impersonating/eavesdropping/
MITM attacks on fitness trackers, allowing eavesdropping
and data manipulation. Liu et al. " utilized GATTacker " to
launch an MITM attack to intercept Bluetooth traffic from
wearable health devices and obtain sensitive data. Zhang et
al. " pointed out that WiFi credentials can be extracted from
BLE communications, resulting in a malicious remote con-
nection between the smart TV and the attacker’s controller.

Other vulnerabilities can pose a threat to the property se-
curity. Xie et al. " analyzed the keyless entry system of Tesla
and found that BLE link-layer encryption is disabled, en-
abling attackers to launch GATT-based BLE relay attacks to
open Tesla doors. NCC Group " also developed a tool for
Tesla key relay attack.

Design and implementation flaws in device-finding applic-
ations also threaten Bluetooth security and privacy. Yu et al. !
analyzed Samsung’s Offline Finding (OF) protocol and iden-
tified several flaws, leading to unwanted device tracking and
location privacy leakage. Chen et al. " presented an attack
called nRootTag to transform a computer into a trackable
“AirTags” without root privileges, which enables an attacker
to trace the victim’s device infected with Torjan.

An automation tool is also used to discover application-
level vulnerabilities. Sivakumaran et al. " proposed a frame-
work, called Ble-Guuide, to identify mobile app-centric se-
curity issues. They evaluated Ble-Guuide with 17,243 free
BLE-enabled Android APKs from the Google Play Store
and uncovered that more than 70% of these apps are vulner-
able.

Summary.As the ‘number of applications utilizing
Bluetooth continues to increase, application-level security
analysis is increasingly attracting researchers’ attention.
However, due to the significant functional diversities among
various applications, security research tends to be fragmented,
and attacks often lack general applicability.

Overall, the root cause of most application-level security
issues is that developers do not follow the recommendations
of the Bluetooth Core Specification, leading to insecure us-
age of Bluetooth functionalities. Considering that more ap-
plications will integrate Bluetooth features, efficiently and
comprehensively identifying application-level security issues
is a valuable research direction.
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VIII Privacy-related Vulnerabilities and
Attacks

Although privacy protection is considered in Bluetooth spe-
cifications and implementations, adversaries can still obtain
personal information by exploiting flaws in privacy mechan-
isms or launching side-channel attacks.

Bluetooth communication sniffing is a significant step for
the majority of attacks since the information required to
launch attacks (e.g., Bluetooth device address) is contained in
the packets. However, because of frequency hopping and data
whitening mechanisms in Bluetooth, it is difficult to eaves-
drop on Bluetooth communications. Spill ' presented a sniff-
ing method on Bluetooth Classic communications called
BlueSniff to overcome those hurdles. The author also
provided a mechanism to determine the Master device ad-
dress in the indiscoverable state, which can be utilized in
device tracing. Albazrqaoe et al. " developed BlueEar, a
Bluetooth Classic traffic sniffer, by predicting adaptive hop-
ping behavior, reaching a packet capture rate of more than
90%.

To avoid device tracking, device address anonymization
and randomization mechanisms are developed in Bluetooth
technology. However, Bluetooth devices can still be traced
under side-channel - attacks. Some attacks uncover the
Bluetooth device address to trace the victim device. Com-
inelli et al. " published a robust de-anonymization technique
that hinges on the apparently benign information leaking from
frame encoding to infer a piconet’s clock, hopping sequence,
and ultimately the Upper Address Part (UAP) of the Master
device’s physical address, which is never exchanged in clear.
Building upon the findings of " and *, Tucker et al. ®" pro-
posed the Blue’s Clues attack, providing a direct, non-disrupt-
ive method ‘to fully extract the unique and permanent
Bluetooth addresses from target devices in the indiscoverable
state, utilizing the Bluetooth Link Manager Protocol (LMP)
messages to extract identifiable information. Attackers using
the Blue’s Clues method can uniquely identify Bluetooth
Classic devices in less than 10 seconds on average. Ludant et
al. ¥ proposed a method for linking BLE advertising packets
with BC frames, which can be utilized to uncover the
Bluetooth device address. This allows attackers to identify
specific BLE devices using the uncovered device addresses.
Zhang et al. ™ argued that the BLE allowlist mechanism
provides a side channel for device tracking, as the response
behavior differs between devices that are on the allowlist and
those that are not. They further found flaws in the current
Bluetooth device address randomization mechanism spe-
cified in the Bluetooth protocol. This flaw allows a replay at-
tack, where an adversary can probe whether a targeted device
responds based on its allowlist by replaying a sniffed
Bluetooth device address. Locatelli et al. " presented a
Bluetooth Low Energy Nodes Detect, Enquire, (and) Recog-
nition (BLENDER) framework to enumerate and fingerprint
BLE devices for crowd monitoring and recognition purposes,
enabling the association of BLE randomized addresses with
actual devices. Wu et al. ™ created a formal model for BLE
untraceability and identified 4 previously unknown issues,
which enables 8 active or passive tracking attacks.
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Physical-layer fingerprints are also utilized to obtain the
device track. Givehchian et al. ! conducted an evaluation of
BLE device identification performance using physical-layer
fingerprints in real-world scenarios, finding that even though
physical-layer fingerprints can be utilized to track BLE
devices, similar fingerprints and temperature variations can
significantly reduce identification accuracy. Li et al. "' intro-
duced a physical-layer fingerprint called Transient Dynamic
Fingerprint (TDF), which remains stable under various
thermal conditions. They further proposed BTrack based on
TDF to trace Bluetooth devices.

Summary.Regarding privacy-related security issues, exist-
ing research primarily focuses on Bluetooth device identifica-
tion and tracking. Bluetooth packet sniffing serves as an es-
sential technical foundation for device tracking, while device
address de-anonymization and physical-layer fingerprints are
currently the two main identification and tracking methods.

Compared to device addresses, the physical characteristics
of Bluetooth devices are more difficult to alter. This means
that even if a perfectly secure address anonymization mechan-
ism exists, attackers may still be able to identify devices
through their physical-layer features. Clearly, research on
device identification and tracking will continue.

IX Future Directions

Through our systematic review, we observed the evolution of
research on Bluetooth vulnerabilities and attacks. Initially, in-
vestigations relied on manual analysis of protocols and imple-
mentations, guided by researchers’ expertise. Over time, the
field has progressed to a stage where formal analysis and fuzz
testing are employed for batch vulnerability discovery. This
represents a significant improvement in the efficiency and
comprehensiveness of Bluetooth security research. Despite
these advancements, there is still a considerable gap in
Bluetooth security research. In this context, we identify po-
tential future research directions for the analysis of Bluetooth
vulnerabilities and attacks.

Profile security evaluation. Existing Bluetooth security
analysis mainly concentrates on security issues of the
Bluetooth Core Specification, including protocol design and
stack implementation. However, the Bluetooth research com-
munity still pays insufficient attention to profile security.
Note that Bluetooth SIG has approved nearly a hundred pro-
files, involving sensitive information and permissions. One
research direction is to construct a formal analysis frame-
work for profiles, which can utilize formal analysis tools like
ProVerif. The other research direction is to develop fuzzing
tools for profile implementation security analysis.

Security vacuum identification between protocol design
and stack implementation. The current Bluetooth standard
does not clearly define the security responsibilities of
Bluetooth SIG and device manufacturers. Specifically, it does
not provide explicit guidance on which parts of Bluetooth se-
curity should be specified by the Bluetooth Specification and
which parts should be implemented by the manufacturers.
The ambiguity leads to security vacuums in the Bluetooth
ecosystem. For example, regarding profile authentication and
authorization, the Bluetooth Core Specification only briefly
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mentions that authentication and authorization are required
during profile configuration, without detailed protocol
designs. We have communicated with Bluetooth SIG and
various manufacturers about this issue. Bluetooth SIG indic-
ates that the functions for fine-grained profile authentication
and authorization are generally considered vendor-specific
extensions, while manufacturers claim that their implementa-
tions fully comply with the requirements of the Bluetooth
standard. Since the Bluetooth Specification does not provide
specific protocol requirements for profile authentication and
authorization, manufacturers do not implement these features
either. We believe that such security vacuums are not limited
to the scenario described above. Therefore, more exploration
of the security vacuum between protocol design and stack im-
plementation is necessary.

Better Bluetooth UI design for security and its evalu-
ation. Apart from vulnerabilities in Bluetooth design and im-
plementation, user’s mistake is also a significant factor lead-
ing to successful attacks. On the one hand, these mistakes are
derived from the general lack of understanding ‘among users
regarding Bluetooth, leading to uninformed actions. On the
other hand, incomplete or misleading information displayed
in the UI can further contribute to misoperations. To address
this issue, one possible solution is to design more user-
friendly interfaces that help users avoid mistakes. However,
the key challenge lies in how to effectively evaluate the secur-
ity enhancement brought by UI design. How to conduct sys-
tematic user studies properly is worth exploring.

X Conclusions

We conducted a comprehensive survey of security vulnerabil-
ities” and attacks on Bluetooth technology, including both
Bluetooth Classic and Bluetooth Low Energy. We provided
an overview of the development of Bluetooth technology and
offered an introduction to its architecture and security mech-
anisms. Subsequently, we systematically classified and de-
scribed the vulnerabilities and attacks on Bluetooth according
to our taxonomy. Our survey can serve as a valuable resource
for researchers and vendors. It enables them to systematically
comprehend the various flaws present across different levels
of Bluetooth functionality and learn about the latest methods
and tools used in the vulnerability analysis of Bluetooth sys-
tems. By discovering potential vulnerabilities and revising
Bluetooth standards and implementations accordingly,
Bluetooth SIG and device vendors can help improve the over-
all security of Bluetooth technology. We also provided prom-
ising research directions for Bluetooth security. To this end,
we recommend that the Bluetooth SIG and Bluetooth-related
manufacturers enhance their cooperation in order to avoid se-
curity management gaps.
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