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Abstract:Numerouspreviousworkshavestudieddeeplearningalgorithmsappliedinthecontext
ofside-channelattacks,whichdemonstratedtheabilitytoperformsuccessfulkeyrecoveries.
Thesestudiesshowthatmoderncryptographicdevicesareincreasinglythreatenedbyside-channel
attackswiththehelpofdeeplearning.However,theexistingcountermeasuresaredesignedto
resistclassicalside-channelattacks,andcannotprotectcryptographicdevicesfromdeeplearning
basedside-channelattacks.Thus,therearisesastrongneedforcountermeasuresagainstdeep
learningbasedside-channelattacks.Althoughdeeplearninghasthehighpotentialinsolving
complexproblems,itisvulnerabletoadversarialattacksintheformofsubtleperturbationsto
inputsthatleadamodeltogivewrongpedictions.Inthispaper,akindofnovelcountermeasures
isproposedbasedonadversarialattacksthatisspecificallydesignedagainstdeeplearningbased
side-channelattacks.Weestimateseveralmodelscommonlyusedindeeplearningbasedside-
channelattackstoevaluatetheproposedcountermeasures.Itisshownthatourapproachcan
effectivelyprotectcryptographicdevicesfrom deeplearning basedside-channelattacksin
practice.Inaddition,ourexperimentsshowthatthenewcountermeasurescanalsoresistclassical
side-channelattacks.
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0 Introduction
Side-channelattacks(SCA)areamajorthreat

toembeddeddevices[1].Theycanuseonlyalimited
budgettorecoverthekeysofcryptographicdevices.
Theside-channelattacksexploittheside-channel
information of a cryptographic computation to
recoversensitivedata.Theside-channelinformation
includes power consumption, electromagnetic
radiations,andrunning-time,etc.Theycanrecover
sensitive data valuesin very few side-channel
observations.Theprofilingattacks[2]areoneofthe
most powerful side-channel attacks. In this
scenario,theadversarymaypreciselytuneallthe
parameters of the cryptographic device, and
characterizethecorrelationbetweenthephysical
leakageandsensitivedatavalue.Theycanpredict
thesensitivevalueonatargetdevicecontaininga
secretthey wishtoretrieve by using multiple

traces.
Verysimilartoprofilingattacks,deeplearning

algorithmsarealsousedinthecontextofside-
channel attacks[3-7].Some recent studies have
demonstratedtherobustnessofdeeplearningtechniques
tothe mostcommon countermeasures[3,6,8].Deep
learningtechniquesareatleastaseffectiveas
classicalprofiledattacks.Today,securitycompo-
nentsareembeddedeverywhere,sodeeplearning
basedside-channelattackshavebecomea major
threatto manyeverydaylifeobjects.Facingthe
application of deep learning techniquesin the
contextofSCA,theclassicalsecurityprotections
designedtothwartclassicalside-channelattackscan
nolongerprotect modern securitycomponents.
Therefore,therearisesastrong needfor new
countermeasuresthat can protect cryptographic
devicesagainstdeeplearningattacks.



0.1 Relatedwork
Singhetal[9]exploitedrandomdynamicvoltage

andfrequencyscalingtothwartSCA.Courousseet
al[10]presentedacodemorphingruntimeframework
to resist SCA.Boulet et al[11] described the
protection of electronic devices against hidden-
channel analysis. The protection converts the
originalcodestofunctionallyequivalentcodesbya
modifiedcompiler.Coronetal[12] mitigatedside-
channel attacks by the execution of dummy
instructions. Ambrose et al[13] proposed to
randomlyinsertalimitedsetofrandomlyselected
instructions.Theyarguedthatsuchinstructions
couldprotectdevices.Ascomparedtoourwork,
these previous worksinsert randomly selected
instructionsintotheentirealgorithmortheentire
sensitivefunction.Our maincontributionisto
selectthe best suitable noiseinstructions and
determinetheexactinsertionposition.

Somerecentstudieshavedemonstratedthe
robustnessofdeeplearningtechniquesagainstthe
mostcommon countermeasures[3,6,8].Therefore,
therearisesastrongneedfornewcountermeasures
thatcanprotectcryptographicdevicesagainstdeep
learningattacks.Inparticular,tothebestofour
knowledge,the only former work that uses
adversarialattackstoresistSCAiscarriedoutby
Piceketal[14].However,differentfromourwork,
theyjust modified each side-channeltraceinto
adversarialsamples.Theexperimentsinthispaper
showthatturningeachside-channeltraceintoan
adversarialtraceisnotaneffectivecountermeasure.

Fig.1 One-pixelattackonside-channeltraces.Thelabelof(a)is0 .Thepredictionvectorof(a)is[0.8141893,
0.18581069],Itiscorrectlyclassifiedas0.(b)isobtainedbyaddingonepixelperturbationinthe40thtimesample,and
(b)isincorrectlyclassifiedasclass1.Themodifiedtimesampleishighlightedwithbluerectangle.

0.2 Ourcontributions
In this paper, we present a kind of

countermeasuresagainstthedeeplearningbased
side-channelattacks.Thekeyideaofourapproach
is to add adversarial perturbations to the

cryptographic algorithm implementation during
compilation.Weproposeanapproachtoselecting
adversarialperturbationinstructions,andwhereto
insert these instructions. Moreover, we also
evaluatethesecurityofourcountermeasuresby
experiments.

Inourexperiments,weusetwodifferentdeep
learningtechniquestoassessthesecuritylevelof
ourcountermeasures:MultilayerPerceptron(MLP)
andConvolutionalNeuralNetwork (CNN).The
experimentalresultsshowthatourcountermeasures
canreach a highlevelofsecurity under deep
learning based SCA. We also evaluate the
performanceofourapproachundertheclassical
side-channelattacks.Templateattacks (TA)are
exploitedtoattackourcountermeasures,andthe
experimentshowsthatourmethodcanthwartsuch
attacks.
0.3 Organization

The paperis organized as follows. After
describingnotationsandterminologyinSection1.1,
Sections1.2and1.3givesomebackgroundonside-
channeltechniquesandadversarialattacks.The
threatmodelisdescribedinSection2.InSection3,
wedescribeourcountermeasuresindetail.Some
experimentsareimplementedinSection4.Section5
concludesthispaper.

1 Preliminaries
1.1 Notationsandterminologysubsection-nat

Inthis paper,k* denotessecretkeys,K
denotesthesetofallpossiblekeys,andDprofiling

denotestheprofilingdataset whichcontainsthe
profilingtracesdatasetTprofiling andtheprofiling
labelsdatasetLprofiling.Theprofilingtracesdataset
contains N profilingtraces,and each traceis
composedofntimesamples.Theprofilinglabels
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datasetcontainstheclasses/labelswhichfollowsthe
MLclassificationmeaningforeachprofilingtrace.
Dattackdenotestheattackdataset,anditcontains
Tattack andLattack,whereTattack contains M attack
traces.WetrainneuralnetworkusingDprofilingand
obtainadeeplearningmodel.Model()denotesthe
modelwetrained.

Givenaninputtrace,Model()aimstocompute
anoutputcalledapredictionvectord∈RRm ,where
mrepresentsthenumberofpossibleclasses/labels
correspondingtotheinputtrace.Eachcomponentin
d represents the confidence of corresponding
possibleclass/label.Forexample,inFig.1,the
labelofthetracesistheleastsignificantbitofthe
third key byte corresponding to the traces,
[0.4294791,0.57052094]indicates that the
confidence oflabel0 is 0.4294791,and the
confidenceoflabel1is0.57052094.Thetraceis
classifiedasclass1,becausetheconfidenceofclass
1isgreaterthantheconfidenceofclass0.

Belowweintroducesomedefinitions,whichare
relatedtoadversarialattacksagainstdeeplearning
basedside-channelattacks.Thedefinitionsofthese
termsaresimilartothoseofadversarialattacksin
computervisionarea[15].Therestofthispaper
followsthesedefinitions.

· Adversarial example/trace is a trace
obtained by adding noise on the cryptographic
devicestoobfuscatethedeeplearningclassifier.

· Adversarialperturbationisthenoiseadded
to the cryptographic devices when generating
adversarialtrace.

· Black-boxattacksmeanthattheadversary
attacksadeeplearningmodelwithoutthestructure
andparametersknowledge.Whentheadversary
may haveinformation aboutthe structure and
parametersofthe model,wecallit white-box
attacks.

· Targetedattacksfoolthedeeplearning
modelstomakeitmisclassifyadversarialtracesinto
specified target classes/labels. They are the
oppositeofnon-targetedattacks.Thegoalofthe
non-targeted attack is to slightly modify the
cryptographicdevicesinawaythattheside-channel
trace willbeclassifiedincorrectly by generally
unknowndeeplearningclassifier.

· Universalperturbationmeansthatthesame
perturbationisaddedtodifferentpowertraces,
whichcan makethetraces misclassifiedbythe
classifier.

1.2 Side-channelattacks
Intherealworld,cryptographicalgorithms

alwaysrelyonaphysicalcarrier,suchasaPC,
smart card,or embedded processor. When a
cryptographicalgorithmisrunningonaphysical
carrier,executiontime[16],powerconsumption[17],
electromagnetic emissions[18], and other side-
channelinformationofacryptographiccomputation
are leaked. These side-channelleakages of a
cryptographiccomputationdependonsomesmall
partoftheinternallyusedsensitivedataorsensitive
operationsinthecryptographicdevices,andcanbe
exploitedtorecoverkeys.A key-recoveryattack
basedonside-channelleakageanalysisiscalleda
side-channelattackforsimplicity.
1.2.1 Templateattack

TAcanbeconsideredasthemostsuccessful
andin-depthresearchmethodinclassicalSCA.In
thispaper,weuseTAtoevaluatethesecuritylevel
ofourcountermeasures.Letusconsiderthetarget
deviceexecutingacryptographicalgorithmwiththe
secretkeyk*.Theadversarymaycontrolacopyof
thetargetdevicecalledprofilingdeviceandpriorly
useittopreciselytunealltheparametersofthe
cryptographiccomputation.Foreachpossiblekeyk
theadversary observes N(k) time over atime
intervalofntimesamples’powerconsumptionof
theprofilingdeviceandwedenotebytracetheseries
ofobservationsT(k)

(i)={T(k)
(i)(t)∈RR|t∈[1;n]},i

=1,…,N(k).The mostcommon TA model
modelizesthestochasticdependencybetweenkand
tracebymeansofamultivariatenormalconditional
density:

P(T(k)
(i)|k)=

1
(2π)n|􀰑k|

e-
1
2(T

(k)
(i)-μk)􀰑

-1
k (T(k)(i)-μk)

*

(1)
whereμk ∈RR nand 􀰑k ∈RR n×naretheexpected
valueandthecovarianceofthen variatetraces
respectively.

InthecontextofTA,twophases maybe
distinguished:

ProfilingPhase Foreachpossiblekeyk ,the
adversarycaptures N(k)tracesT(k)

(i) overatime
intervaloflengthn .TAestimatestheexpected
valueμkandthecovariance􀰑kby

μ
︿
k =

1
N(k)∑

N(k)

i=1
T(k)
(i) (2)
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􀰑
︿

k =
1

N(k)-1∑
N(k)

i=1

(T(k)
(i)-μ

︿
k)T(T(k)

(i)-μ
︿
k)(3)

  Attackphase TheattackercapturesatraceT
whenthetargetdeviceexecutesacryptographic
algorithm.Theadversaryestimatesthesecretkey
whichmaximizesthelikelihood

k
︿
=argmax

k
P(T|k) (4)

1.2.2 DeeplearningbasedSCA
Deeplearningbasedside-channelattacksfocus

mainlyontwotechniques:multi-layerperceptrons
(MLP) and convolutional neural networks
(CNN)[31].Martinaseketal[19-21]compared MLP-
basedmethodswithotherclassicalattacksuchas
templateattacks.Caglietal[3]haveshownthat
MLP-basedattackisfarmoreeffectivethanother
classicalmethods.Prouffetal[6]havedemonstrated
thatCNNcanobtainagreatsuccessinattacking
cryptographicimplementationswithjitter.

DeeplearningbasedSCA[6]issimilartoTA,
butusesdeeplearningtechniquesasaprofiling
methodinstead of using multivariate Gaussian
profilingasinTA.Totrainadeeplearningmodel,
thetypicalleakage modelsusedforthe power
consumptionarethe Hamming Weight (HW)
model (9-class classification),and the Least
Significant Bit (LSB) model (2-class classi-
fication)[22].Inthispaper,wealsousesthesetwo
leakagemodels.

MLP MLPisalsocalledartificialneural
networks.Itcontainsatleastthreelayers:In
additiontotheinputandoutputlayers.Therecan
be multiple dense layers between them. The
numberofneuronsintheinputlayerisdetermined
bythenumberoftimesamplesnintheinputdata.
TheMLPlayerisfullyconnected(fullyconnected
meansthateach neuroninthe upperlayeris
connectedtoallneuronsinlowerlayer).Ifthe
outputofthelowerlayerisrepresentedbyavector
X,theoutputofthehigherlayerisf(wijx+bij),
wherewijandbijaretheweightandbiasofthejth
neuronintheithlayerrespectively,andx∈X .
Generally,thefunction f issigmoid ortanh.
Finally,theoutputlayercanbeviewedasmulti-
classlogisticregression,i.e.softmaxregression.
Thus,theoutputoftheoutputlayerissoftmax(wx
+b).Theparametersofthe MLPareallthe
connectionweightw andthebiasbbetweenthe
layers.Theprocessoftrainingthesedeeplearning

modelsis the process offinding the optimal
parameters.Howtosettheoptimalparametersis
anoptimizationproblem.Tosolvetheoptimization
problem,theeasiestmethodisthegradientdescent
method.

CNN CNNcanberegardedasavariantof
MLP.Inadditiontotheinputlayer,denselayerand
outputlayer,italsousesoneormoreconvolutional
layersand pooling layer. A convolution layer
includesaconvolutionoperation,followedbyan
activationfunction(suchasReLU)andapooling
layer.Thepoolinglayerisusedtoreducethe
dimensions.Theconvolutionallayerperformsa
seriesofconvolutionaloperationsonitsinputs(each
inputisconvolutedwithafilter).
1.3 Adversarialattacks

Theadversarymaydesignatargetedmachine
learning sample (adversarialexample/trace)to
makethemachinelearningmodelmisjudge.Thisis
calledanadversarialattack.Szegedyetal[23]first
discoveredaninterestingweaknessofdeepneural
networksinimageclassification.Theirstudyshows
that,despitethehighaccuracyofdeeplearning,it
issurprisingthattheyaresusceptibletoadversarial
attacksintheform ofapplyingsmalladversarial
perturbationsonsourceimages.Mohseetal[24]

demonstratedthe existence of universalpertur-
bations,whichcanbeusedtofooldeeplearning
classifiersbyaddingittoarbitraryimages.This
workinspiresustoprotectcryptographicdevicesby
addinguniversalperturbations.

Infact,thedeeplearningbasedside-channel
attacksarealsoclassificationproblems.Theyuse
deeplearningtechniquestoclassifyside-channel
traces.Thelabelsfortheside-channeltracesare
key-relatedvalues.Adversarialattackscanbeseen
astheprocessofseekingavectorvsuchthat

Model(T+v)≠ Model(T)

side-channeltarceT∈T.ForeachtraceT,Model()
outputsanestimatedlabelModel(T).visan
adversarialperturbation.Inthecontextofimage
classification,in orderto maketheadversarial
perturbationlessperceptible,visoftenrestrictedto
satisfycertainrestrictions.Ifthereisavsuchthat

Model(T+v)≠ Model(T)for“most”T ∈T,
thenvisuniversalperturbation.

These universalperturbationsare notonly
universal across side-channel traces, but also
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generalizewellacrossdeeplearning models[23-25].
The deep learning models find the decision
boundariesofthe datainthe high-dimensional
space.Inordertomakevassmallaspossible,the
adversarial perturbations are all in the
neighbourhood of decision boundaries.Even if
differentmodelsareusedtoclassifyside-channel
traces,aslongasthe modelsareefficient,the
decisionboundariestheyfindaresimilar.Such
perturbationsarethereforedoublyuniversal,both
withrespecttothedataandthemodels.Thatis,if
weuseonemodeltogenerateasetofuniversal
perturbations,wecanfindthattheseperturbations
arestilleffectiveforanothermodeleventhoughtit
wastrainedwithdifferenthyperparametersoritis
trainedonadifferentsetoftraces.

One-pixelattack,atypeofadversarialattack
techniques,whichfoolsthedeeplearningclassifier
bychangingonlyonepixelintheimage.Inorderto
reducethenumberofinsertednoiseinstructions,we
hopeourcountermeasurestomodifyasfewpixelsas
possible.Thus,inthispaper weuseone-pixel
attacktocalculateuniversalperturbations.

Suetal[26]claimtohavearchievedanextreme
caseinadversarialattacks,andtheyfoolthedeep
learningclassifierbychangingonlyonepixelinthe
image.One-pixelattackisalsoeffectiveontheside-
channeltraces,andweshowinFig.1anadversarial
sampleontheside-channeltracesgeneratedbyone-
pixelattack.Trace(a)istheoriginaltracecaptured
duringthecryptographiccomputation.Thelabelfor
theoriginaltrace(a)is0,andthepredictionvector
calculatedbyclassifieris[0.8141893,0.18581069].
Thedeeplearningclassifiercancorrectlyclassifythe
trace(a).Weuseone-pixelattacktogeneratean
adversarialtrace(b)basedonthetrace(a).Trace
(b)isobtainedbychangingonetimesampleintrace
(a).Themodifiedtimesampleishighlightedwith
bluerectangle.Weuseclassifiertocalculatethe
predictionvectorof(b):[0.4294791,0.57052094].
Trace(b)isincorrectlyclassifiedasclass1bythe
deeplearningclassifier.

One-pixel attack generates the adversarial
samplesusingdifferentialevolutionalgorithm[27].
Differentialevolution (DE)isapopulationbased
optimizationalgorithmforsolvingcomplex multi-
modaloptimizationproblems[27,28].Thedifferential
evolutionalgorithmiscomposedofthreephases:
mutation,crossover,andselection.Mutationisa
method used to generate random solutions.

Crossoverisusedtoenhancethediversityofrandom
solutions.Selectionremovessolutionsthatfailto
evolve,and leaves solutions that succeed in
evolution.Thedifferentialevolutionalgorithmflow
isasfollows:first,asufficientnumberofrandom
variables are generated as the initial possible
solution. Then,the mutation,crossover,and
selectionareperformedinorder.Aftercompletinga
round,acertainterminationconditionischecked.If
theterminationconditionshavenotbeenmet,the
differentialevolutionalgorithmreturnstomutation,
crossover,andselection;otherwise,thealgorithm
terminates,andoutputsthebestsolutionofthelast
round.

When weuseadversarialattackstoprotect
cryptographicdevices,thelessadversarialpertur-
bationsweinsert,theeasierourcounter-measures
canbeimplemented.Forone-pixelattacks,weonly
needtoaddnoiseatonetimesample.Besides,one-
pixelattacksrequireslessnetworkinformationasit
isablack-boxattack.

2 Threatmodel
Theadversarytargetsthesecretkeyk* ofa

cryptographicdevice.Wecallthiscryptographic
devicethetargetdevice.Theadversaryhasthe
samedeviceasthetargetdevice,calledtheprofiling
device.Weconsiderthatthecryptographicdevice
hassufficientcomputationalresourcestocompile
thecode before each encryption (ourcounter-
measures insert noise instructions during
compilation),andtheadversarycannotgetcontrol
overthecodecompilation.

Wealsoassumethattheadversarydoesnotuse
anypreprocessingtechniquesonpowertraces,but
wearguethatthepreprocessingalgorithmcannot
break ourcountermeasures.Theeffectofpre-
processingtechniquesonourcountermeasuresis
discussedfurtherinSection5.Theadversaryuses
thesetwodevicestocarryoutdeeplearningbased
side-channelattacks.ThedeeplearningbasedSCA
isdividedintotwophases:

ProfilingPhase Theattacksareperformedon
the3rdkeybyteoftheAES-128,whichisthesame
aspreviouswork[4].Inthiscase,wecanreferto
thisprevious workto obtain an effective deep
learningmodel.Foreachkeycandidatevaluek ,
theadversarycapturesN(k)powertraces.Allthese
tracesmakeupprofilingtracesdatasetTprofiling.In
order to analyze the effectiveness of our
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countermeasures on deep learning models with
differentoutputclasses,theside-channeltracesare
labeledusingtwoleakagemodels:LSBandHW.
TheadversarytrainsneuralnetworkusingLprofiling

andTprofiling,andobtainadeeplearningmodelModel().
Attackphase TheadversarycapturesM side-

channeltracesonthetargetdevice.ForeachT(i)∈
Tattack,theadversaryusesthedeeplearningmodel
Model()togetapredictionvectord(i)∈RR|K| :

d(i)=Model(T(i)) (5)

Theadversaryselectsthekeycandidatewiththe
highestsumconfidenceasthesecretkeyk ,i.e.

k=argmaxk∈K(∏
m

i=1
d(i))[k].Ifk =k*,thekey

recoveryissuccessful.

3 Adversarialattackbasedsecurity
protections

3.1 Differences
One-pixelattackswerefirstproposedtoattack

deep-learning modelsintheimageclassification
area.Although bothdeeplearningbasedimage
classificationanddeeplearningbasedside-channel
attacksusedeeplearning modelsasclassifiers,
therearestillmanydifferencesbetweenthem.

Differenttrainingsets Inthecontextofimage
classification,wetrainthedeeplearningmodelon
sourceimages.However,forthedeeplearning
basedSCA,theprofilingtracesarecapturedonthe
profilingdevice.Inourthreatmodel,theprofiling
deviceisacopy oftarget device anditisa
cryptographic implementation with our
countermeasures. Therefore, if our
countermeasures modifyeachtracetoadversarial
tracebyaddingadversarialperturbations,thenthe
profilingtracescapturedonprofilingdeviceareall
adversarialtraces.Duetotherobustnessofdeep
learning technique,such countermeasures that
insertperturbationstoturnside-channeltracesinto
adversarial traces cannot protect cryptographic
devices.TheattackresultsshowninFig.2confirm
thisview.

We first collect 60000 power traces of
unprotectedAES,andwecallthese60000traces
sourcetraces.50000sourcetracesareusedasthe
trainingset,and10000sourcetracesareusedasthe
testset,andCNNisusedtoattackthesesource
traces.Theattackresultisshownasunprotected
AESinFig.2.Weuseone-pixelattacktogenerate

Fig.2 ThemeanrankoftheunprotectedAESandtheone-
pixelattackedAESonCNN-basedattack.Therankisa
metrictoevaluatethesecuritylevelofcountermeasures
(describedin Section 4.2).For unprotected AES,
approximately100tracesarerequiredforafullsuccessof
thekeyrecovery.Forone-pixelattackedAES,performing
successfulkeyrecoveriesrequiresapproximately20traces.

60000adversarialtraces,andwecallthemasone-
pixelattackedAEStraces.WeuseAEStracesthat
havebeenattackedby50000one-pixelattackas
trainingsetandanother10000astestset,andthen
useCNNtoattackthesetraces.Theattackresultis
shownasone-pixelattacked AESinFig.2.For
unprotected AES,approximately100tracesare
requiredforafullsuccessofthekeyrecovery.For
one-pixelattackedAES,performingsuccessfulkey
recoveriesrequiresapproximately20traces.Fig.2
shows that converting the source traces to
adversarialtracescannotprotectthecryptographic
devices,but makes the implementation more
vulnerable.Thereasonisthattheseadversarial
traceshavehighconfidenceinthe wronglabel,
whichisgenerallyabove0.95 .Theseadversarial
tracescandeceivemodelstrainedonsourcetraces.
However,whenadversarytrainsmodelsonthese
adversarialtraces,theseadversarialperturbations
whichfooltheoriginalmodelwillinsteadbecome
featuresexploitedbythedeeplearningtechniques.

Differentattackdatasetsizes Intheimage
classificationarea,thepurposeoftheadversarial
attackistomakeacertainimagemisclassifiedbya
deeplearningmodelafteraddingperturbationsthat
isnotperceivedbyhumans.Weconsideredita
successfuladversarialattack iftheimage was
misclassifiedafteraddingperturbations.Therefore,
fortheimageclassificationarea,thesizeofthe
attackdatasetcanberegardedas1.InSCAarea,to
performsuccessfulkeyrecoveries,theadversary
capturesM powertracesonthetargetdeviceand
selectsthekeycandidate withthehighestsum
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confidenceasthesecret key,as mentionedin
Section2.Thesizeoftheattacksetcanberegarded
asM .InordertothwartthedeeplearningSCA,
ourcountermeasuresneedtomodifyallthepower
traces generated by cryptographic computations
insteadofmodifyingonetrace.
3.2 Ourmethod

Ourcountermeasuresinsertnoiseinstructions
intothecode.Thepowerconsumptionofthese
noiseinstructionsbecomesuniversalperturbations.
Theseuniversalperturbations makepowertraces
misclassifiedbythedeeplearningmodels,andthen
thwartthedeeplearningSCA.Inthisprocess,we
needtosolvethreeproblems:howtodeterminethe
position wherethenoiseinstructionisinserted,
whichinstructionsareinsertedintothecodeasnoise
instructions,andhowtoinsertthenoiseinstruction
attheselectedposition.Weaddresstheseissuesin
thefollowingsubsections.
3.3 Locationsofnoiseinsertion

Wewanttoinsertnoiseinstructionsatthe
locations wherethe universalperturbations are
located. Therefore, we generate universal
perturbations,andobservetheirpositionsonpower
traces. Before calculating the universal
perturbations,weneedtodeterminewhatkindof
universal perturbations we need to calculate.
Different universal perturbations have different
effects on the deep learning classifiers.Some
universalperturbations maketheconfidenceofa
certainclassverylarge,butsome makeitvery
small.Theseeffectsdependonthetermination
condition ofadversary attacks.Thissubsection
calculates the locations where the universal
perturbationsarelocatedbasedonthe2-classmodel
(thetracesarelabeledasLSBofsensitivevalue).
Weanalyzeattheendofthissubsectionthatthe
positionscalculatedby2-class modeland9-class
modelareclose.Weconsidertheformulak =

argmaxk∈K(∏
m

i=1
d(i))[k],usedbytheadversaryto

recoverthesecretkey.Theadversaryselectsthe
keycandidatewiththehighestsumconfidenceas
thesecretkey.Topreventtheadversaryfrom
recoveringthe correct key,we can makethe
confidencecorrespondingtoacertainclassofall
side-channel traces very large or make the
confidencecorrespondingtoeachclassthesame.In
thisway,theadversarycannotrecoverthecorrect
key.Wetesttwoterminationconditions:thefirst

termination condition is that the algorithm
terminateswheneachtraceisclassifiedas0,and
maketheconfidenceoflabel0theaslargeas
possible,i.e.dk=0≥τ,wheredk=0 denotesthe
confidencecorrespondingtolabel0andτ isa
constantcloseto1.Anotherterminationcondition:
the algorithm terminates when the difference
betweentheconfidenceoflabel0andlabel1within
asmallrange,i.e.|dk=0-dk=1|≤σ,whereσisa
constantcloseto0.

Ourexperimentsfindthatthesecondtermi-
nationconditioniscomputationallyintensivewhen
running differential evolution algorithms.
Moreover,whentheleakagemodelisnotLSB,the
labelsofthetracesarenolongeronly0and1,and
thesecondterminationconditionishardtoimple-
ment.Thus,consideringefficiencyandversatility,
our countermeasures use the first termination
condition.Thestepsofcalculatingtheinsertion
positionareasfollows:

Fig.3 Distributionofadversarialperturbations.
Thehorizontalaxisrepresents5200timesamples
oftheside-channeltrace,andtheverticalaxis
representsthenumberofadversarialperturbations
fallingonacertaintimesample.
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(Ⅰ)Wecapture60000labelledtracesofthe
powerconsumption of unprotected AESimple-
mentation.Thetemporalacquisitionwindowisset
torecordthefirstroundoftheAESonly.Each
traceis composed of5200 time samples. We
experimentally validate that the deep learning
classifiertrained on 50000 profiling traces can
successfullyrecoverthekeyinlessthan1000attack
traces.Therefore,weselect50000tracesoutof
60000tracesasprofilingtraces,andtraindeep
learningmodelsontheseprofilingtraces.

(Ⅱ)Differentialevolutionalgorithmisapplied
togenerateadversarialperturbationsbasedonthe
remaining10000traces.Theterminationcondition
isthatthealgorithmterminateswhenthetraceis
classifiedas0.

(Ⅲ)Wegenerate10000adversarialpertur-
bationsbasedonMLPandCNNrespectively.The
distributionofthe10000adversarialperturbations
on5200timesamplesisshowninFig.3(a)and
3(b),whichshowthatwhenattackingCNNand
MLP,thedistributionsofadversarialperturbation
aresimilar.Theyallhavethelargestdistribution
around the three time samples:1900th time
sample,2560thtimesample,and 4300thtime
sample.Theperturbationsnearthesethreeposi-
tionsareuniversalperturbations.

(Ⅳ)Weusethesethreepointsasthelocations
ofthenoiseinsertion.Noiseinstructionsinserted
nearthesethreetimesamplescangenerateuniversal
perturbations.

ItcanbeobservedinthepowertracesofAES
thatthesethreetime samples are respectively
includedinthreefunctions:AddRoundKey(),
SubBytes()andMixColumns().Thesefunctions
maycontainthousandsofinstructions,andweneed
toknow wherethesetimesamplesareinthe
cryptographic code more accurately. Only by
knowingthespecificlocationofthenoiseinthecode
canweaccuratelyinsertnoiseinstructionsintothe
code.

TheCfileiscompiledtoanassemblycodefile.
Weusethebinarysearchalgorithmtotraversethe
instructionsoftheassemblyfile,andinsertthe
trigger_low()functionaftertheinstruction.This
functionisalsothetriggersignalusedwhen we
collectthepowertraces.Thenwecompileandrun
thefileagain,andobservewhetherthepowertrace
becomeslowlevelnearthethreetimesampleswe
selectedearlier.Ifitbecomeslowlevel,thenthe

positionoftrigger_low()isthepositionwherewe
wanttoinsertthenoiseinstructions.Ifnot,we
continuetotraversetheassemblyfile,andrepeat
theprevioussteps.Intheprocessofdetermining
thepositionofinsertion,wefindthatevenifthe
positiontheinsertingthelow-levelsignalarethe
same,thepositionofthelow-levelonthepower
traceisnotthesame,buttheirpositionsarevery
close on the power trace. The universal
perturbationswegeneratedarenotallatacertain
timesamplebutareconcentratedaroundthethree
samples.Our experiments also find thatifa
perturbation with side-channel profile which is
similarto the side-channelprofile of universal
perturbationisinsertednearthethreesamples,the
deeplearningmodelcanbedeceived.Ourpurposeis
onlytofindafuzzylocation,sothattheside-
channelleakagegeneratedbythenoiseinstructions
isneartothethreesamplingpoints.

Weusethe9-classMLPmodeltogeneratethe
adversarial perturbations, and observe their
distributiononthetimesample.Theresultsare
shownin Fig.3(c).Thedistributionofthese
perturbationsis similar to the distribution of
perturbationsgeneratedbythe2-classmodel.Since
universalperturbationsaredoublyuniversal,evenif
weusedifferentdeeplearningmodelstogenerate
universalperturbations,the positions ofthese
universalperturbationsareclose.
3.4 Choiceofnoiseinstructions

Previousworks[10,29,30,31]insertnoiseinstructions
betweeneachusefulinstructioninsensitivefunction
Sbox. These inserted noise instructions are
commonly used in cryptographic algorithms.
However,thepurposeofournoiseinsertionis
different from these previous literatures. In
previousworks,thepurposeofinsertingnoiseisto
movethepointofinformationleakageintimeand
space,andtoreduceside-channelleakage.Thus,in
these previous literatures,the inserted noise
instructionsdonotneedtobecarefullyselected.
Thepurposeofournoiseinstructionistoturnthe
captured side-channel traces into adversarial
examples.

Sotheinstructionsneedtomeetthefollowing
requirements:① theside-channelprofile (i.e.
powerconsumptionorelectromagneticradiation)of
noiseinstructionsshouldbeascloseaspossibleto
theprofile of usefulinstructions,so thatthe
adversarycannotdistinguishthemandfilterthem
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outfromtheside-channeltraces[32];② theside-
channelprofileoftheinsertedinstructionsshouldbe
similartotheprofileoftheadversarialpertur-
bations.Thefirstrequirementiseasytoachieve,
weonlyneedtochoosetheinstructionscommonly
usedincryptographicalgorithms,suchasaddition,
subtraction,exclusiveor,andload.Inorderto
meetthe second requirement,the side-channel
profileofadversarialperturbationsshouldbetaken
into account. We analyze the distribution of
adversarialperturbationsoveramplitude.

Weperform one-pixelattacksonthe2-class
MLPmodelandCNN model,andgenerate10000
adversarialperturbations.Althoughweusethe2-
classmodeltogenerateadversarialperturbations,
weanalyzelaterthattheamplitudedistributionof
theperturbationgeneratedby9-classmodelisthe
sameasthedistributionof2-classmodel.Inthe
differential evolution algorithm, we limit the
positionofadversarialperturbationtothevicinityof
threetimesamplesweselectinSection3.3.We

showtheamplitudedistributionoftheseadversarial
perturbationsnear1900thtimesampleand2560th
timesampleinFigs.4and5.

Fig.4 showstheamplitude distribution of
adversarialperturbationsonMLPmodel.Themost
distributedamplitudesofadversarialperturbations
are -5.2and4.8.Fig.5showstheamplitude
distributionoftheadversarialperturbationsonthe
CNNmodel.InFig.5,theamplitudesof-5and3.
8havethemostadversarialperturbations.Inorder
todeceivebothCNNandMLP,theamplitudethat
thenoiseinstructionsneedtogenerateiswithinthe
interval[-5.2,-5]or [3.8,4.8].Such
perturbationsaremorelikelytobecomeuniversal
perturbation. The purpose of choosing two
amplitudeintervalsasourcriterionforselecting
noiseinstructionsisto be ableto find more
instructionsthat meettherequirements,andto
makethesenoiseinstructionseffectiveforvarious
deeplearningmodels.

Fig.4 AmplitudedistributionofadversarialperturbationsonMLPmodel.Thevaluesonthehorizontalaxiscorrespondstothe
amplitudeofpowertraces.Theabovechartshowstheamplitudedistributionofperturbationsnearthe1900thtimesample,and
thechartbelowshowstheamplitudedistributionofperturbationsnearthe2560thtimesample.Wedividetheintervalofthe
amplitude[-5.2,4.8]into160discreteintervals.

Fig.5 AmplitudedistributionofadversarialperturbationsonCNNmodel.Thevaluesonthehorizontalaxiscorrespondstothe
amplitudeofpowertraces.Theabovechartshowstheamplitudedistributionofperturbationsnearthe1900thtimesamples,
andthechartbelowshowstheamplitudedistributionofperturbationsnearthe2560thtimesamples.Wedividetheintervalof
theamplitude[-5.2,4.8]into160discreteintervals.
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Tab.1 Insertednoiseinstructions

movr24,0xff

orir24,0xff

ldir24,0xff

inr24,0x3d

Fig.6 Amplitudedistributionofadversarialperturbation
nearthe1900thtimesampleon2-classMLPmodel

  Inexperiments,wetargetAESimplement-
ationsrunningoveranARMCortex-M3processor.
ARMThumb1andThumb2instructionsaretreated
asacandidatenoiseinstructionset.Wecapturethe
energyconsumptiontracesofinstructionscandidate
on the cryptographic device, and select the
instructionthatcangenerateasuitableperturbation
sizeasthenoiseinstruction.

Thepowerconsumptionisnotonlyrelatedto
instructions,butalsorelatedtooperatedconstants.
Generally speaking,0xff causes greater power
consumption.Inthispaper,wechosethefour
instructions listed in listing 1 as our noise
instructions.r24inthelisting maybeanyfree
register determined by the compiler during
compilation.

Weuse9-classMLPtogeneratetheadversarial
perturbations,andobservetheirdistribution.The
resultsareshowninFig.6.Aswiththe2-class
model,theperturbationsgeneratedbythe9-class
modelareconcentratedinthelargestandsmallest
amplitude.Thenoiseinstructionswhichweselect
using2-class modelcanstillgenerate universal
perturbationin9-classmodel.
3.5 Insertingnoiseinstructions

Thelaststepofourcountermeasuresisto
insertthe selected noise instructions into the
selectedpositions.Inthiswork,weinsertnoise
instructionsintothecodeatcompiletime.Westart
byannotatingtheassemblyfileattargetpositions.
Theannotatedassemblyfileisrecompiledbefore
eachinvocation ofthecryptosystem:whenthe

compilerrecognizestheseannotations,itrandomly
picksωnoiseinstructionsfromlisting1,andinserts
themtothecode,whereωisanintegerin{0,1,
2}.Thepurposeofinsertingdifferentnumbersof
instructionsistoincreasethediversityofthecode.
Inordertoensurethattheside-channelleakageof
eachinvocationofthecryptosystem becomesan
adversarialsample,ourapproachrequiresthatthe
cryptographicdevicerecompilesthecodeateach
invocation.

4 Experimentalevaluation
Weevaluateourcountermeasuresasadefense

againstdeeplearning based SCA.In orderto
demonstratethat our countermeasures are also
effectivefortheclassicalside-channelattacks,we
performtemplateattacksonourcountermeasures.
Forconvenience,werefertoourcountermeasures
as one-pixel protection AES in the following
content.
4.1 Experimentalsetup

WeuseanSTM32F3boardfittedwithanArm
Cortex-M3corerunningat32 MHz,16 kB of
RAM,and128kBofflashmemory.Itdoesnot
provideanyhardwaresecuritymechanismsagainst
SCA.OurAESimplementationisanunprotected8-
bitimplementationthatfollowsthe NISTspeci-
fication.

Theside-channeltracesareobtained witha
Pico5444BPicoScope.Thesamplingacquisitionis
performedat96Msample/s.Inthisscenario,the
lengthofoneprocessorcycleonthesidechannel
traceisthreetimesamples.Toeasethetemporal
alignmentoftheside-channeltraces,atriggersignal
isset,andheldhighduringtheexecutionofthe
firstAESround.Usingthissetup,thesecurity
evaluationisperformedunderstricterconditions
thanitwouldbeinpracticeforanadversary.
4.2 Evaluationmetrics

We usetwo metricsto evaluatethe per-
formanceofdifferentAESimplementationsagainst
attacks,which aretherank function and the
accuracy.

WiththesamepreviousnotationsinSection1.1,
wedefinethescorefunctionSM [k]ofthekey
candidatesk

SM[k]=∏
m

i=1
d(i)[k] (6)

  AccordingtoEq.(6)wecandefinetherank
function:
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rank(Model,Dprofiling,Dattack,M)=    
|{k∈K|>SM[k]>SM[k*]}| (7)

  Whentherankofk* is0 ,weperforma
successfulkeyrecovery.ThelargertheMrequired
to recover the correct key,the better the
implementation performs against side-channel
attacks.Togetabettermeasureoftherank,itis
moresuitableto estimateits mean value over
severalpairsofdatasets.

Thesecond metricisthe accuracy whichis
commonlyusedinmachinelearning.Wedefineitas:

acc(Model,Dprofiling,Dattack)=      
|{k* ∈K|k* =argmaxk∈Kd(i)[k]}|

|Dattack|
(8)

  Inthispaper,accuracyisusedtoevaluatethe
performanceof2-class models.Thenumbersof
elementsofeach classareequal.Thus,itis
adequatetousetheaccuracyasametric.Thelower
the accuracy,the better the security of the
countermeasure.
4.3 Resistancetopracticalattacks

Inthissection,weuseMLPandCNNtoattack
three different AES implementations,including
unprotected AESimplementation,random noise
AESandone-pixelprotection AES.Inorderto
demonstratethatthe effectiveness of one-pixel
protection AESisduetothecarefullyselected
insertion position and noise instructions, we
implementrandomnoiseAES:randomlyinserting
noiseinstructionsatthreerandomlocationsinthe
firstroundofAES.Theinsertednoiseinstructions
arerandomlyselectedamonginstructionsthatare
commonlyusedinAESprograms.

Wecapture60000powertracesforeachAES
implementation,andeachtraceiscomposedof5200
timesamples.Togetabettermeasureoftherank
functionandtheaccuracy,wethereforeneedto
calculatetheirmeanvalueonseveralpairsofdata
sets.Amongthe60000traces,10000tracesare
randomlyselectedasthetestset,andtheremaining
50000tracesareusedasthetrainingset.Repeating
thisprocess10times,weget10differentdatasets.

Inordertoanalyzetheeffectivenessofour
methodon deeplearning models with different
outputclasses,wetrainfourdeeplearningmodels:
9-classCNN model(HWleakagemodel),2-class
CNN model(LSBleakage model),9-class MLP
modeland2-classMLPmodel.TheCNNandMLP
architectureusedinthispaperreferstoRef.[4].

Fig.7 ThemeanrankofdifferentAESimplementations
onMLP-basedattacks.(a)unprotectedAES,340traces
arerequiredforasuccessfulkeyrecovery.(b)Random
noiseAES,MLPcannotretrievethesecretkeyin10000
traces.(c)One-pixelprotectionAES,MLPcannotretrieve
thesecretkeyin10000traces.

SinceourtargetsareunmaskedAES,wereducethe
number of epochs. For MLP,the activation
functionis Reluandsoftmax,theoptimizeris
RMSprop,thelearningrateis0.00001,batchsize
is256 ,andthenumberofepochsis100 .For
CNN,weusetheSoftmaxactivationfunctioninthe
classificationlayercombinedwiththeCategorical/
BinaryCrossEntropylossfunction.Thelearning
rateis0.0001,theoptimizerisRMSprop,batch
sizeis256,andthenumberofepochsis10.
4.3.1 2-Classmodel

Fig.7showstheresultsofMLP-basedattacks
onthreeAESimplementations.(a),(b),and(c)
respectively represent the unprotected AES
implementation,therandom noise AESandthe
one-pixelprotectionAES.Fig.8showstheresults
of CNN-based attacks on these three AES
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Fig.8 ThemeanrankofdifferentAESimplementations
onCNN-basedattacks.(a)unprotectedAES,300traces
arerequiredforasuccessfulkeyrecovery.(b)Random-
noiseAES,2650tracesarerequiredforasuccessfulkey
recovery.(c)One-pixelprotection AES,CNN cannot
retrievethesecretkeyinlessthan10000traces.

implementations.ForunprotectedAESimplement-
ation,MLPandCNNrecoverthesecretkeyin340
and300tracesrespectively.ForrandomnoiseAES,
MLPcannotretrievethekeyinlessthan10000
traces,and CNN needs about 2650 traces to
recoverykeys.Forone-pixelprotectionAES,MLP
andCNNcannotretrievethesecretkeyinlessthan
10000traces.

Theinsertednoiseinstructionsmakethepower
tracesofrandom noise AESintodesynchronized
traces.Therefore,MLPcannotrecoverthekeyof
randomnoiseAES.Theconvolutionlayeristhe
maindifferencebetweenCNN and MLP,andit
allowstheformertohavethepropertyofshift-
invariant[3].Becauseofthis,CNNcanstillrecover
thekey ofrandom noise AESin presence of
desynchronization.

AlthoughCNN canlearnshift-invariantfea-
tures,ourcountermeasurescanstillthwartCNN
attacksbyinsertingnoise.Thenoiseinstructions
andinsertionpositionsarecarefullyselected,and
theycan generateuniversalperturbations.Such
universalperturbationsaredoublyuniversal,both
with respect to the data and the network
architecture.Therefore,weuseamodeltrainedon
unprotected AES traces to generate a set of
universalperturbations,which can stilldeceive
other models,even whenit wastrained with
differenthyperparametersorwhenitwastrainedon
adifferentsetoftraces.

Wecalculatecorrelationfactorforthecaptured
side-channeltraces (seeFig.9).Theadversary
usually selects the points thatleak the most
informationbycalculatingthecorrelationfactorsof
thetraces.In general,samples with a large
correlationleakmoreside-channelinformation.Fig.9
showsthatthedistributionofcorrelationfactorsis
very similartothatofadversarialperturbations.
Therefore,thepositionswhereweinsertthenoiseare
thepositionswithlargercorrelation.Thismakesit
moredifficultfortheadversarytorecoverthekey.

Fig.9 Correlationofside-channeltraces

Tab.1showsthemeanaccuracyofthreeAES
implementationsattackedbydeeplearningbased
side-channelattacks.Intheexperimentsinthis
subsection,thetraceislabeledwiththeLSBofthe
outputofthethirdSboxduringthefirstround.So,
amongtheside-channeltraces,twoclassesmaybe
distinguished:0and1.Whentheaccuracyiscloser
to0.5 ,it meansthatthecorresponding AES
achievesbetterresistancetoside-channelattacks.
Thetableshowsthatoursecurityprotectionisvery
effective,makingtheaccuracyverycloseto0.5.In
thissituation,thedeeplearningmodelcanhardly
correctlyclassifytheside-channeltraces.
4.3.2 9-Classmodel

Intheexperimentsinthissubsection,thetrace
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Tab.1 MeanaccuracyofdifferentAESimplementations
attackedbyMLPandCNN

Model
AESmeanaccuracy

Unpro-
tected

Rando-
mnoise

One-pixel
protection

CNN 0.7231 0.6296 0.5063

MLP 0.7083 0.5004 0.5023

Fig.10 ThemeanrankofdifferentAESimplementations
on9-classMLPattacks.(a)unprotectedAES,10traces
arerequiredforasuccessfulkeyrecovery.(b)One-pixel
protectionAES,MLPcannotretrievethesecretkeyin
10000traces.

islabeledwiththeHWofthethirdoutputbytesof
theSboxduringthefirstround.Tocomparewith
one-pixelprotectionAES,wealsouse9-classmodel
toattackunprotected AES.Asintheprevious
sections,wehaveasetof50000powertracesfor
theprofilingphaseandhaveasetof10000power
tracesfortheattackphase.

Figs.10and11showrespectivelythe mean
rankofdifferentAESimplementationson9-class
MLPattackandCNNattack.Theattackresultsare
similartothoseofthe2-class model.One-pixel
protectionAEScanthwart9-classCNNandMLP
attacks.The reason is thatthe perturbations
generated by inserted noise instructions are
universal perturbations,and they can deceive
modelstrainedwithdifferenthyperparameters.
4.4 Resistancetoclassicalside-channelattacks

TA are considered asthe mostsuccessful

Fig.11 ThemeanrankofdifferentAESimplementations
on9-classCNNattacks.(a)unprotectedAES,50traces
arerequiredforasuccessfulkeyrecovery.(b)One-pixel
protectionAES,CNNcannotretrievethesecretkeyin
10000traces.

Fig.12 Rankofthecorrectkeyattackedbya QDA
(TemplateAttack).ForunprotectedAES,thekeycanbe
retrievedwith560traces.Forone-pixelprotectionAESand
randomnoiseAES,within10000traces,thekeycannotbe
retrieved.

methodinclassicalSCA.WeuseTAtoevaluatethe
securitylevelofourcountermeasures.Weusethe
TA algorithm describedin Section1.2.1. We
perform template attacks exploiting quadratic
discriminantanalysis(QDA)whichisawell-known
generative strategy in the machine learning
literature[33]toperformclassification.Weperform
QDA on powertracescomposed of5200 time
samples,and do not perform any dimension
reductionoperationbeforetheTA.Asinprevious
sections,wehaveasetof50000powertracesfor
theprofilingphaseandhaveasetof10000power
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tracesfortheattackphase.Theattackresultsare
illustratedinFig.12.

Fig.12illustratesthat,TAonlyrequires560
tracestoperform asuccessfulkeyrecovery on
unprotectedAES,butitcannotretrievethesecret
keyofone-pixelprotectionAESandrandomnoise
AESinlessthan10000traces.Thisdemonstrates
that,notonlyfordeeplearningbasedSCA,one-
pixelprotectionAESisalsoeffectiveforclassical
side-channelattacks.TheperformanceofTAhighly
dependsonsomepreliminaryphases,suchasthe
tracesrealignmentortheselectionofthepointsof
interest.Our method canthwart TA fortwo
reasons:① weinsertnoiseinstructions,andthese
noiseinstructionsareofvariablelength,which
causesthepowertracestobesynchronized;②the
positionsofthenoiseinstructionsweinsertarealso
thepointswherethepowertraceshavethegreatest
correlation,whichreducethecorrelationbetween
thekeykandthepowertraces.
4.5 Executiontimeoverhead

Tab.2comparestheexecutiontime(incycles,
measured for 1000 executions of each AES
implementation)oftheunprotectedAESandour
countermeasures.TheunprotectedAESexecutesin
5482processorcycles.Theonepixelprotectionin
15952to21328processorcycles (average16418
cycles).Tab.2showsthatourcountermeasures
leadtoanincreaseinexecutiontimeoverhead.The
increasedexecutiontimeoverheadismainlycaused
bytherecompilationateachexecution.

5 Conclusion
We argue that the current preprocessing

algorithmscannotbreakourcountermeasures.In
ordertobreakcountermeasuresofinsertingnoise
instructions,somepreviousworksusecorrelation
analysistechniques(e.g.HiddenMarkovModels[32])
todetectdifferenttypesofpatternsinleakagetraces
so that the adversary can distinguish noise
instructionsandfilterthem outfrom theside-
channeltraces.Thereasonfortheeffectivenessof
suchcorrelationanalysistechniquesisthattheside-
channelprofileofnoiseinstructionsisdifferentfrom
the profile of useful instructions. Our
countermeasuresinsertnoiseinstructionsthatare
oftenusedinprograms,andrecompilethecodeat
each invocation. Although this increases the
executiontime,itensuresthattheinsertednoise

Tab.2 ExecutiontimeoftheunprotectedAES
andone-pixelprotectionAES

Unprotected

min.avg. max.

One-pixelprotection

min.avg. max.

Executiontime
(cycles)

5479 5482 5486 15952 16418 21328

instructionsdonothavedistinguishableheadersand
tails.Therefore,ourcountermeasureswillnotbe
brokenbysuchtechniques.Inthecontextofimage
classification,there are some works that use
dimension reduction techniques to thwart
adversarialattacks (e.g.imagecompression[34],
PrincipalComponentAnalysis[34]).Moreover,most
of the existing dimension reductions are less
effective.Theirworksdemonstratethatdimension
reductiontechniquescanreducetheinterferenceof
adversarialsamplestothemodel,However,they
canalsoreducestheaccuracy ofthe model's
classificationofnormalexamples.

Existing methodsfor generating adversarial
examplesgenerallyoptimizetherealexamplesor
addperturbationstotherealexamplesbasedonthe
gradientofthemodel.GANcantrainageneratorto
generate adversarial examples without adding
disturbancesto specific samples. The samples
generatedbyGANhavetheadvantageofbeingmore
diverse.However,GANalsohastheproblemthat
thegeneratedsampleschangetoomuchcomparedto
the real samples. How to design constraint
functions to ensure that GAN can generate
adversarialexamplesofthetargetcategorywithout
introducinghugeperturbationsisthedirectionof
ourfuturework.

Inthispaper,wepresentanewdirectionfor
achieving protection of cryptographic devices
throughone-pixelattacktechniques.Basedonthe
one-pixelattack techniques,wefind the most
vulnerable time samples on the side-channel
observations,andfindthenoiseinstructionsthat
may deceive the deep learning models. We
implementourcountermeasuresandconductexperi-
mentstoevaluatethesecuritylevel.Experiments
show that our countermeasures can protect
cryptographicdevicesagainstdeeplearningside-
channelattacks. Our method is also effective
enoughagainstclassicalside-channelattacks,which
makesitmorecompetitive.
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基于对抗攻击的侧信道防护方案

谷睿哲,汪 平,郑梦策,胡红钢,俞能海
中国科学技术大学中国科学院电磁空间信息重点实验室,安徽合肥230027

摘要:随着深度学习技术在侧信道攻击领域的广泛应用,基于深度学习的侧信道攻击对现代密码设备的威胁

越来越大.现有的侧信道防护方案是针对经典的侧信道攻击而设计的,不能保护密码设备免受基于深度学习

的侧信道攻击,因此亟需一个针对基于深度学习的侧信道攻击的防护对策.尽管深度学习在解决复杂问题方

面具有很高的潜力,但它很容易受到对输入添加轻微扰动形式的对抗攻击,从而导致模型误分类.为此提出了

一种基于对抗攻击的新颖侧信道防护对策,专门针对基于深度学习的侧信道攻击.实验表明,该防护方案可以

有效地保护密码设备免受基于深度学习的侧信道攻击和传统的侧信道攻击的威胁.
关键词:侧信道攻击;侧信道防护;对抗攻击;深度学习
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