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Abstract: Anomaly detection is a key challenge in data mining which has a wide range of applications in the
field of the Internet, including network security, image recognition and intelligent operation. In
particular, intelligent operation has made great progress in recent years. Existing anomaly detection
algorithms have many problems, such as low accuracy and inability to update automatically. The problem
of anomaly detection in the context of intelligent operation and a practical need for high-accuracy. online
and universal anomaly detection algorithms is studied. Based on the existing algorithms, an online
distance-based anomaly detection algorithm is identified. Through the experiments on Yahoo Web-scope
S5 dataset it is shown that the algorithm can detect anomalies successfully. A comparative study of several
anomaly detectors verifies the effectiveness of the proposed algorithm.
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1 Function Anomaly(x,) = AnomalyCalculate(x, ,m,1)
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3 Fori=m to n
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S

8 End
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10 End
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Input: Time Series (x,) , Sliding Window length m,

Subsequence length 1, transition t, anomaly

threshhold «€ (0,1)

Output: Anomaly flags f

1 Function Anomaly(x,) = AnomalyDetect(x; ,m,1)
2 Anomaly( xl)eg

3 Anomaly flags ?eO -

4 transition_dist<null array

5

6 For i=m to n

7  nearest_neighbor dist=infinity

8 Forj=i—m+ltoi—1

9 IF S;.; is not anomaly &. EuclideanDist(S;,;,S;.1)
<Cnearest_neighbor_dist

10 nearest_neighbor_dist=EuclideanDist(S;,,S;,;)

11 End

12 End

13 Anomaly(x;)<nearest_neighbor_dist

14 TF i<<m-+tt

15  transition_dist-+[ nearest_neighbor_dist]

16 End

17 IF i=m+t

18 p=<—mean(transition_dist)

19 ¢’ <—var(transition_dist)

20 End

21 IF iZzm+t

22 Calculate the a—quantile z, of N(p,6*) or LN(p,
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23 IF nearest_neighbor_dist>z,

24 Anomaly flags ?;61
25  Else

26 Update g and ¢*

27  End

28 End
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3 ZWERSH

ANTHE S iz 4E i (8] p A0 a4 L I e = w A
W B S5, FEXT 45 SR AT AT
3.1 HiRE®

AR SO FHE P S W AR AL ) SE PR 4R B 42
ZEHREA S 4 Db, Horp A1 Bl dE &
67 ZRESL YIS AER PR . A2 A3 A4 iR AR 451
100 Z5 G VB 5 L A RS 2 e R B L A
P MR AN T B » £ S P s T 3 B 500 5 2 e S %
.

WFFEHEE S5 B v 1Y & LB & B, A2, A3,
A4 B IRAEIE R 16 BUSUE H BENL T BOE R AR
A B B A T8 5 X S  anomaly 5
changePoint. A2 4 4E v i 1F & £ 2 R 7 Ry
FEE AT P JR S0 0% ) S01B5CHI A R Mg 7 K 4 A T 8

S R A HAT anomaly — Rl A3 B4 4 19 1E
B R B AR 3 2R [ JRL DY AN ) 4 i ) ]
B DL B W P K AR T B, S R R AR A
anomaly —Ff; Ad BHa e th— A3 3 22404
199 AR AR R e S SO L B M 7 5 A i g
WA SRS anomaly 1 changePoint FiF}.

3.2 EN

Bk [ 91 T B S A e B R DB AR — A Ay
() 43 2 (R 8 , Bsf [ 1) o 0 B — i, FE LSBT
BARIC M IE % 857 5 . R I aT Lk #0304 1E % 5%
S I IEF RO 0, S HARCH 1, WAL H L
SRR &0 T LA AT S5 ge 1 A Bk BN
FEF%.

FI ) 3 270 o ) e R A0 L S5 290 R 155 15
IR ARE R TP FNLFPL TN, DU BEA7 o DU o A 2R
Precision F1H [A12R Recall 7158253 H

T T
TP+PFP; Recall :TP+PFN ©

F\ score J2& 75— i — o3 SRR B 1 1) 4
R, B TR Precision F1 8 1% Recall &7
H TR 8 A AR

Precision X Recall
Fr=2zx Precision + Recall D

ARSCAE ST ZEHERA P AT FHHERA JE Precision. £
A& Recall fil F; score X =847,
3.3 ZWHERSHH

ASCAF A 2. 2 FEREPE S5 A 1 sf 6] 7 471)
BE BTG S RN A — N B R A
VA2 05 HEAT » AR AL F [T, i YA RN 7 22 10 %
3l SR A S A RS VR, R Y R . AT LA
P33 — 25 ] J3 8 v 4% 500 S 1 D S e 23k AR
T A SR A AR L

R 1HIH TRAHBEE 2. 2 7EHERE S5 Bl 210
R RCR  Horh B 245 I P B PR [ e T i sl 1
K/NC200) B [A]F P FIH BE (3) i I HH (50) DA K gt
A (D JE 47 55 (AR, A5 7 5040 rh 52
B B R 0 o5 R W B O R P 2 5 TR) s 3R 1
WL T 4 ANBAEE N ERR A H BR A F) score.

MFE 1 AT LAE L3 2. 2 ORI vE R SR AR F
19 FE AL~ A3 Fdlade LR E T 0,95 LELJEHGE
TEESZNB a8 Al | F) score X% T 0. 96,
A AL WIRE]T 0. 75 UL XFMEIE 585 2.2 1)
A AR 3¢, AnomalyDetect 3 % 5L B[] ¢ 571 vp

Precision =




% 74

AnomalyDetect; —#F & T Bk X 3B & 09 78 & 5% 4 5k 561

TP G S HANE R HEE S AR AR AR £ ARG
{17 N (11 P B O G e 5 71 S - I £ 8
AnomalyDetect ] LSZEUG S5 55 R 55 7F 51 938
Kl AnomalyDetect tA HA EPE, 7E A4 £ %
PIRTIASCRANE 5825, 1X 5 A4 BHRHEE A2 2 1iE

SAK.

A SCASE P 7 A 8 S S B A LA 3R 2
HIH T Twitter 23 6 5 K2 Il 55 1% S-H-ESD™™,
Netflix 23 ] (# 5 & # 0 53 3 RPCAY®' 7E Yahoo
Webscope S5 Zdi 4 b 6l e .

#R 1 Ei% 2 7E Yahoo Webscope S5 #1326 R M 45 R
Tab. 1 Detection results of the algorithm 2. 2 on dataset Yahoo Webscope S5

dataset algorithm TP FP FN Precision Recall F score

norm 1543 10 111 0.932 9 0.993 6 0.962 3

Al lognorm 1543 10 111 0.9329 0.993 6 0.962 3
"""""""""""""" norm 461 0 5 09893 1 09946

A2
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A lognorm 766 29 37 0.953 9 0.963 5 0.958 7
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Tab. 2 Detection results of the algorithms S-H-ESD and RPCA on dataset Yahoo Webscope S5

dataset algorithm TP FP FN Precision Recall F, score
S-H-ESD 571 1147 664 0.462 3 0.332 4 0. 386 7
A RPCA 636 1033 1 655 0.277 6 0.3811 0.321 2
""""""""""""""" SHESD 10 172 43 0.765  0.4487  0.5657
A RPCA 447 19 49 0.901 2 0.959 2 0.929 3
""""""""""""" SHESD 8 5% 0 1 01286 02278
A RPCA 509 434 77 0. 868 6 0.539 8 0. 665 8
””””””””””””” SHESD 112 45 1156 00883 01979 01221
A RPCA 432 405 411 0.512 5 0.516 1 0.514 3
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Fig.3 The F, score of different algorithms

on Yahoo webscope S5 datasets
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T TN 40 35 b A f: AnomalyDetect 5 (1
R AR s A S i 2285000k R Bk 45 R B 5
B 3 MR TE R — S8R A RIS, B 5
AL, SSH-ESD Hl RPCA f4 46 1 %50 5 Fr %5 41
T AFLJR X T 5 TE B0 BB AR 10 84T 220 /Y
SR X AP EE BRI AN AnomalyDetect.

3000
2000+ H
\ | [
) ‘ ‘M ‘ | |
1000F i ““““1“- R “H\“ \\“‘H il ‘
o \“”"\J“‘\H“““\;“‘l“‘\‘\“"““\“r"“w”“ Il “““\‘H\“l ‘ ‘\“““1 ‘”“
é 0f ““‘M“\‘\V“‘\‘s““;““ (" M\ “HHW\ “““ “‘\“‘\‘f“\
[T} I | | | M
Il ‘ M ‘ }\‘ ‘ “H H\‘H Il
-1000} NI T
. | ‘
-2000F |, true anomaly
S-H-ESD
o RPCA
-3000+ < AnomalyDetect

-4000 . ' y : : ; !
1.416 1417 1418 1419 142 1421 1422 1423
timestamp x10°

5 Z=FERE A3 HIREPE—KHFBIELRGTRR
Fig. 5 The detection effect of three algorithms

on the same time series from A3 dataset
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Fig. 6 The effect of forgetting factor on AnomalyDetect.

The experiment is performed on the first 20 datasets in A2
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