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Abstract: The popularity of the Internet and network equipment and the diversity of access methods have
brought great about convenience as well as huge security challenges. The ways and means of network
intrusion are becoming more diversified and faster. Traditional intrusion detection methods are unable to
meet the security monitoring requirements of an increasingly complex network environment in terms of
effectiveness, adaptability and real-time. This paper proposes a network intrusion detection method based
on selective learning of the online sequential Adaption Extreme Learning Machines (OAELMs), termed
SEoOAELM-NID. Firstly, an OAELM construction method with online incremental update function is
proposed, which can automatically set the optimal number of hidden nodes. Bagging strategy is used to
train several OAELM sub-learners with certain independence. Then, based on the Margin Distance
Minimization (Margin Distance Minimization) guidelines, the OAELM sublearner is integrated into the
gain measure, and ensembled by selecting a partial sublearner with high gain. To get a highly Selective
Ensemble of OAELM high generalization ability. SEocOAELM-NID has the advantages of automatic
optimal setting of hidden nodes and online sequential update of ELM sub-learners, so it can effectively
adapt to the intrusion detection requirements of various complex network environments; and by selecting
some optimal sub-learners for integration, the accuracy and effectiveness of the final detection results are
guaranteed, and online application is used. The test results on the NSL-KDD data set show that
SEoOAELM-NID can achieve higher detection rates and fast recognition speeds for known and unknown

intrusion types than single learner and traditional ensemble learning-based network intrusion detection

methods.
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DOS 45 927 7 156
Probe 11 656 9 421
R2L 995 2 756
UK 52 200
Normal 67 343 9 711

XF T AR AGIN S0 M RE VA, H H IE A 3Ok
W JEFR AU IR, IR R0 SR AR EOUL R i

B (B — DL IE 0 R m A e R BEE B — e i
X T ARG (70 0, S5 %) 342 422 106 DI R ) I 246 32 422
B AR N A3 R A S B I I 28 B2 4
W, W RE— AR IE W S EA S — DN REA
1RIER: X TF—NAINEZE 153 2588 K T B 2
HRA N A1 IR 2 L E B Z2R IR 5] 99. 99 0. 2 HLAY
A 5 ANRE XA AR AN GRS 2], B LUK
T B S ESEAS Y A 1 Sy L AR SR L 20 A4
B IS T S W B R R A7 PP A . RS LAy
ARV LA SR WG HEFF AN 3R 3 .
*®3 RBEKE

Tab.3 Confusion matrix table

FUAE
Yes No
SR O Yes TP FN
No FP TN

%% 3 W TP (true positives) 7% 7~ #5 1E 5 Hu X1 43
NIEF A5 FP(false positives) o7 8% 4 1 b K1)
43 R IEFI %80 FN (false negatives) 26 7~ i 48 1%
353k 545 A5 TN (true negatives) 267885 1E
B o3 S B B A

RPN R R A IE3H 2 (accuracy) | FH R A
(error rate) k5 & (precition) . 3 [0 & (recall) LA
K Fi fH.

accuracy= (TP+TN) /(TP+FP+TN-+FN);

error rate= (FP+FN)/( TP+FP+TN-+FN);

precision=TP/(TP-+FP) ;
recall=TP/(TP+FN);

F,=2 precision * recall/(precision+ recall).

2 LB N 2% 2 A 1 E AR DL RN TR
. FRATII 2w KAl N S i 2 Y T i 3 R AR
SAERMHIES RS Fi ERAG R R Z S, 2 LT
—ANF P bR TR R JD

miss rate = 1-TN/(TN-+FP).
2, T 8 Sk B 42 A 0 G I 45 XoF ) 2% A4 4
HIES. F o AE AT LA 20 kb Ay 2 4G 00 288 9 A e 12
LT Bsf 25 R T 23 A0 A [ 24, > A 7 R AR ) 25 Ak
FoE. IR Ts T A 58 s T s 20 B
G3 ISR HH A, FH A A e AGH I 2 V2 Ak k.
2.2 KIRAE

B R ] SEOOAELM-NID 537 NSL-KDD
BAREE b AT, FEART

CIOBIA:DATA={(X 1,310 (Xzs 3205,
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BT AR A5 R AR ST LR R R A W 25 N AZ A ] 551

(X, sym) ).

CID X B3040 4 2547 A T 18 45 0 371 i B R
BEATREE m WK Gm =M. A ARERERERNHO
43R T 4y BIRFE N IR(N AR SRR IERD.

(N for t=1,2-T—1;

i RAE%E TD (i =1,..,T)#4T OAELM
YIHAFRN T2 20 2% Gr (o)

(V) for u=1,2,,UGBIE N T2 254
0 .

for t=1,2,--, T—1:

#47 MDMSE fliiHA50an T .

u—l

S, :ar%min(oa%(Ck + ¢

BEUCEK 1A 25 1 e K OAELM F22 2] 3 A
T2 84S ST,

(V)OST Ry 2 it R 4 il 2 2] 25

(VDR E ST A s , 24 H2 0 25T 0 Budi
ek, 5pris 17 OAELM 15 25387 (1 4 A E L 2R )5
1 T IH AR HEAT2H4 3058 OAELM.
2.3 XEHER

SIS FEAL T A ER 4 O B UEPE S5 EE X
SEoOAELM-NID 5. 2 5 HA 55 26 7 804 5 NSL-

KDD i 2RIEH % F, [EATRIRFIEIT T
Y5 UF s QS B0 T S50 X E L P S EGAT TR
BSE, DU — PR AL M fE.

2.3.1 BriEMEZER

W3 Python™ )l HILAR 2 > HEZL v (1 557k
TE NSL-KDD ##i4E b a7 U1 25 8 A I 45 1 5
SEoOAELM-NID 83k #4752 50 % e, He s % | s
FR LI Fo fEange 4GP AN 5500 i B os S 4
TER T PCA RRAERE 2 e 42 o v 2 5 0l
SR, Hrh SVM A HT A9 4% oR B2 A% ) 55 R A
TIAR SO A B3 B R 22T B0 PRESCR H sigmoid bR
B Ry o S AR S MR 2E X DL N A E
ST 30 WKL S H AR (.

WA 4.5 T LIE Y, BEHLARAR S 16 B2 e SR
VA B BB S BE A A LU B 2 2] 2% O i Y 1E
R (B[R]t R R T s 1R] Y T 4 5 T AR
i IR AR A SVM 53 AR M DR I 38 32 1) 1E
AR SO 1) SEoOAELM-NID 3 344 3
Pz AL fE J1 3 B9 OAELM 1E K+ 2% 3 2% H %
Bagging 14341 05, 76 8 /&5 1F 5 2% 04 [ B £ iR
T EARA I R L R

% 4 SE0OAELM-NID 5 HME A EMELLE
Tab. 4 SE0OAELM-NID comparing with the correctness rate of other algorithms

- Gy H2 5

Sk T TPROBING  DOSA RILA . UZLA EH e
B el b e REE b T
IE#R 0.971 0. 979 0. 987 0. 966 0. 972 0. 975
SEocOAELM-NID TR 0. 130 0.163 0.124 0.175 0.143 0. 147
F1 0.79 0. 81 0.77 0. 80 0. 79 0.79

""""""""""""""""""""""" ERZR 0.935  0.940  0.947  0.932  0.938  0.938
FEHLARARET TR % 0. 586 0.614 0. 587 0. 623 0.619 0. 606
F1 0. 62 0.55 0. 58 0. 61 0.59 0.59

""""""""""""""""""""""" ERR 0.768  0.792  0.773  0.783  0.78  0.780
FIZE DLt TR hE 0.415 0. 408 0. 399 0. 414 0. 378 0. 403
F1 0.55 0.55 0. 62 0.58 0.58 0. 58

""""""""""""""""""""""" ERK 0,923 0.927  0.927  0.931  0.922  0.926
Tofs B BSR4 T H AR (2 R e 0. 674 0.576 0. 585 0. 633 0. 609 0.615
F1 0.55 0.57 0.61 0.58 0.58 0. 58

""""""""""""""""""""""" E#% 0912 0.918  0.922  0.916  0.923  0.918
SRR TR 0. 243 0. 222 0.195 0. 194 0.213 0.213
F1 0.71 0.73 0.76 0.77 0.71 0.74

""""""""""""""""""""""" ERR 0.933  0.93  0.931  0.937  0.941  0.934
C-ELM™! T 2= 0.373 0. 380 0. 371 0. 376 0. 377 0. 375
Fl 0. 68 0. 64 0. 66 0. 66 0. 65 0. 66
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F 5 SEoOAELM-NID S HEMNE AT TR E_ LA EEE

Tab.S SE0OAELMENID comparing with the speed of other algorithms
Train time Test time
SEocOAELM-NID 0.592 0. 0243
REPLARAR 3.589 0. 261
FhER DU 3 5.812 0.531
T BE DR AR TR 22. 623 0.165
KA m L 120. 343 4. 675

Wik Fy AE A L& B SEOOAELM-NID i 4 5
SRR P R I i BH LA R IS o 22 1) S5 3
F14) ] ) B A% LR T AG I ) A 1

#£ NSL-KDD M & T 17 R ki
SR R ARSI T AN [R) R A R I 2
1 SR S A A 28R LR A5 R NSk 6 PR,
H % 6 Al %0, A SR SEOOAELM-NID #3515
KRR S i 42 EATEA B Is e, HA%
17 PN S8 e B2 YA I ok, AT AR 41
AL RE.

F6 RANBEEQNMIE

Tab. 6 Unknown intrusion connection detection data

Rk LR EEIOESIVEy Qi B oall R &S
SEoOAELM-NID 17 0. 14
BEHLARAK 14 0. 28
ANER DL 8 0.63
Bh BED AT 15 0.24
SRR 1] L 13 0.31

2.3.2 BBUSEE XA LIERE R I

AICHT OAELM #2 1 9 SEoOAELM-NID
A LR 2 M e e AN B A A R (R — 2
ZREBE TS E . W Bagging 4 1%t 51 1 B HL
AL feature RS IERRPER WD 22 2 S ELU
%, 1M SEoOAELM-NID 5.3 Hh 4 S50 7 PRI B
oA B, A SO LA PR S BO I B A T

( I Yfeature FHEER

Bagging 8 W% 1 feature AL R % & X &
RIE R SRR mansR 7 pros.

&7 features HFFER

Tab. 7
feature N 0.5N 0.0IN  Log2(N)
EFER 0.9738  0.9722  0.9746  0.974 4
IEE{FES 0. 142 0. 139 0. 144 0.141

A SC R % B9 OAELM 9% B AR 58 ()72
ot H NSL-KDD %4 48 %55 e K ARE 2 5 4
L3R 7 s features FHAFERXT S0 25 B 49 52 10 I
K.

CID PRI 2R U

% F SEcOAELM-NID %%, ¥ 4 1k Bagging
LR 100 A~F2: 2] #5. £ MDMSE 5353 43, 8
T BB 2T AR A B U X RE R R T S 5K
AR 4 FioR.

bagging OAELM ensemble

! S
0.95} // N~
/ \
/" U

1

accuracy
o
4 % 4
o G =
5y
\

e
=
O

0.7!
0 10 20 30 40 50 60 70 80 90 100
ensemble size

4 Bagging OAELM £ 5%
Fig. 4 Bagging OAELM ensemble

HiE 4 R IR AR AR A o ) g A H 2
U, 3 22 0555 > 25 BTN BT 23 52 W) e ¢ i 4R
IR, ARSI R R AU 15 ) S B
h A0 I B R B B e 2 T T AR
AR L MR AR BT PR, TR T e+
Pheg I AT 98 e ey S Sk R LS T AE.

3 #ig

ARSI HAT AR LT HLBR B 19 A5 3 R A
222 HL OAELM, % MDMSE J& 0 5 Hofk 47 1k
PR o, BT — Fh Mg AR R Ak
SEoOAELM-NID. A 3¢ fr #& 75 % [F iF B F
OAELM f P 2= > H iz 4k fig J7 9 19 58 P DL &
Bagging £ MU 1 43 A1 2OF L IRy 280) I 25
Fis ) e A 0 P, LA R g S IR R T A5 2R. A
NSL-KDD %44 | S50 45 R R W i3k B A B
1o I A R SRR 0 T i 5, e PR M AR R T Xt
T 48 ARSI AE LRAE 3 1 B R A1 B0 T KR4
kTN 2R SR A s a].
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