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Intrusion detection approach towards software behavior trustworthiness
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(Electronic Engineering Institute, Hefei 230037, China)

Abstract: According to the problems of current intrusion detection methods, a new static detection
approach towards software behavior trustworthiness was presented. Firstly, software behavior
trustworthiness was discussed and defined formally, and was then described with instruction sequences.
Secondly, a detection approach and its process were presented. Malicious behavior knowledge obtained
through data mining on malware was organized as trustworthiness policy and used to detect and judge
unknown software. Thirdly, the approach was implemented and verified by some behavior patterns on
chosen samples. The experimental results show that the approach can detect malicious behavior in
unknown software with a high success rate.
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Fig. 1 Software behavior trustworthiness
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Tab. 1 Software behavior elements described

in assemble instruction sequence
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il S8 IR DI RE I — L G 5 2 )7 51
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DX B A R R P R N AR SR B

mov eax, hmod

push esi

mov esi, ds:SetWindowsHookExA
push 0 5 dwThreadld
push eax 5 hmod

push offset fn ; lpfn
push 2 5 idHook
call esi ; SetWindowsHookExA

mov ecx, hmod

push 0 5 dwThreadld
push ecx 5 hmod

push offset sub_10001460 ; Ipfn
push 5 ;5 idHook

mov hhk, eax

call esi; SetWindowsHookExA
mov dword _1000BDD4, eax
mov dword_1000BDC8, 1

pop esi

B2 SEEBTARLCHERBRER

Fig. 2 Disassemble code of keyboard intercept behavior
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Fig.3 Flow chart of the approach
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Fig. 4 Structure of testing system
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Tab.2 Malware sample set
BRI AR
Trojan. PSW. Win32. QQPass. aafy

TrojanSpy. KeylLogger. ii
PSW. OnLineGames. an
PSW. OnLineGames. om
TrojanSpy. KeyLogger. fw
Trojan. Clicker. Agent. ahy
Trojan. Spy. Bancos. kep
Trojan. Spy. Bancos. lyw
Trojan/PSW. Agent. zq
Ktr

T8 W AT R R e B L A B e A
AT R P IR, E supy BUE R 0. 8, sup, BUHE 0.5
o M R, B — Bl b APT RO
SetWindowsHookEx 32 8 i) 17 0 #5 =C, an & 5 JF
7 TR XS, AR supy BUE N 0. 4, sup, BUEH
0.5 By AL T A5 2 — i oo 4K 3l 52 B A7 =X
W 6 Fros, ARy B B « " RORE AT
L8 TRIRZAT.

BOEAT A AR R M BUE N { XV Y} H
% 7R gamepass 8¢ 8 & A .mydown 55 3

push  * ;%
push  * ;%
push * ; %

push 2 ; idHook

call % ; SetWindowsHookExA

5 EEEHTAFIERX X
Fig. 5 Keyboard intercept behavior pattern X
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Tab.3 Testing software set and test result 1

WA 44 R 11 R FHAE LORIEES A {5 ]

Trojan/PSW. GamePass. cop AP ENEA RS Y i VNCIRE
PSW. OnLineGames. yy AP ENEA RS Y #E5{ VNCIRE
Trojan/Startpage. a GIESEEE X B IR
Backdoor/Agent. ccn AP MR AR B X A2 IR
TrojanSpy. KeyLogger. hg A X Bl ENEEG
TrojanSpy. Agent. at AP EMEA RS X R AAAE
Win32. Troj. HuigeziHooK AL R AR pEIEN AArE
Getkb. Test R X, Y 2 AAAE

Trojan. win32. small. qg EMEA R I IEH

Trojan. win32. mydown. che HMEAE R Jc EH#

Trojan. win32. Scar. cuzp HMEAE RS Jc EH
Passmark Keyboardtest e I X Bl ENIE
Real VNC Viewer AR X kG

— R UG A ST AT O 005 T O

# S 25 SRR WY L% 05 1 R A A 2 A I R R A A
call * ; "IoAttachDeviceToDeviceStack" PN N y . .
. B R AT Dy I B R AR AR A AL A8 Y
push  + 4 "\Device\KesboardClass0” BT R 55 4 2R BRI
call % ; "IoGetDeviceObjectPointer" b=

push  x ;"VEME H B s 45"

Eo6 BEAEBITHFIERY push % hKey
Fig. 6 Keyboard intercept behavior pattern Y call * RegOpenKeyA

NN A AT N A A, PL & Keyboard push  x
test,Real VNC Viewer P& A S & £2 847 M A9 1IE iz:: i
WA AT, R F getkb. test EAEH 2 S;Sh g ReSeValuas
95 B A O R Y AR APT HEH R OK Bl 4
B AT A, BE 5 2 T A B B A T DR A 3 S:ﬁh **hlf:g(‘lme[(ey
ST T R B 2010 IR FEREI. K B bR % o
AR R 25 R AN 3R 3 . *

MG 45 S AT DL H B X 45 08 AR A S A B B7 EMEEBEDTARIES R
P B A, R 40 T A AT 2R AT A 5 W, R A% 0 R 21 4 Fig.7 Auto start by registry behavior pattern R
v By S AT . AR R Y AR B, X
Keyboard test, Real VNC Viewer B 4™ 1E & %4 /) ISC—:
Kt B JE TR 4R . 1 X+ Trojan. win32. small. qg, ;:ush x
Trojan. win32. mydown. che, Trojan. win32. Scar. push =
cuzp 3 A REHE L. e

BN AT AR SR AT S T AR SR L AT A AL call - xreev
A 5 AT 303 55 1 0 A A 3 77 05 7 all
17 AER R I AR IR B 5 2T Bl RCan &l =
7R 2 BT B ZCIE 8 B R AT e

A E SR MBI (XA RV (YA RV (ZA 8 MEBIATAHRR Z
R) ) ARASK I 45 A 36 4 FF %, I IR A 1R 4R . {H Fig. 8 Network monitoring behavior pattern Z
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Tab. 4 Testing software set and test result 2

WA 44 R 11 R FHAE LORIEES A {5 ]
Trojan/PSW. GamePass. cop AP ENEA RS Y, R B ENEEH
PSW. OnLineGames. yy AP ENEA RS Y, R ENEEH
Trojan/Startpage. a GUESEEE X B EH
Backdoor/Agent. ccn AR, M ERA R X, R ENEEE
TrojanSpy. KeyLogger. hg AP X Bl EH
TrojanSpy. Agent. at AR, MR AR X, R TR
Win32. Troj. HuigeziHooK BEALEEAL R AR Y. RIS AArfE
Getkb. Test R X, Y i EH
Trojan. win32. small. qg EMEA R Z R ENEEH
Trojan. win32. mydown. che HMEAE RS Z, R B IR
Trojan. win32. Scar. cuzp HMEAE R Z, RBER IR
Passmark Keyboardtest i 2 I 3 X Bl EH
Real VNC Viewer Tt R4 X W

AR E SCAT g A W R A S A T i B R R
AR AR R 4 = A I Y HE A AR AE T — 2 TAE P 3
TR S I A AFREAS L DU ARAT 3 2 3047 AL )
IR A A Ao AR 2 ) 0 75 3k ) ARG 0 4 RE AT
HE— 2 H 5 TE A 5E 3

TR

AR SO T — I 1] B AT O DA TR R A A
AT 205 T AT R YRR E L T
T3 AR B, B S TR AT O R R L
e Al RP S TR N I P L TS S e R S
FWIZ 7 1 T KR B R B9 AT R R il A S8R 0 AR
AR AT B AT N

APAETHE R Y AT ST A I — L R Y X 2
VAR KSR L BURL AR O AR S AL
A ) R —Fh 55 SRy SR . A S A AT S IR B
TR TR R AT D nl A P SR AR N A A
A T 741 o T A SRS, A N T Ay AT PR S
SCHYAT BORN FE . AR SO JR AT 32 2 LU 25 T7 1 F 5
PR GAT s B A B R A R B A i T
— B8 TE AT AR S AT D DR I AN T sl G M 77
FEMAR MR, T — 2 HA VB 547 W 00T
BT O AT AE R ) A T 2 IR SRS AR
N ARAEAT D9 A AT ARG I A ] A LA R A
SCH SR IN T7 I A7 A R ) BRI AL
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