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A malicious domain name detection method based on CNN
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2. School of information management s Xuzhou Vocational College of Bioengineering s Xuzhou 221000, China)

Abstract: In recent years, various cyber attacks based on botnets have been one of the cyber security
threats. Various malwares use the Domain Generation Algorithm (DGA) to automatically generate a large
number of pseudo-random domain names to connect to commands and control servers. The detection and
classification of pseudo-random domain names based on the convolutional neural network (CNN) method
is focused on. A brief introduction is given to the hazards, basic principles of botnets, and the role of fake
domain names in botnets. After analyzing the principle of DGA algorithm and the defects of traditional
DGA domain name recognition algorithm,emphasis is laid on the research of fake domain name recognition
method based on convolutional neural network. The basic concept of convolutional neural network is
expounded by simple neural network training experiments. The differences of the model's effect on solving
classification problems under different hyperparameters and different excitation functions are simulated. In
the analysis of the model operation results, the accuracy and loss function of the domain name
identification by the convolutional neural network model are given, and the evaluation indexes of the
accuracy, recall, F1 and ROC curves are printed out. All indicators show that the classification of the
model is good. It is concluded that counterfeit domain name recognition based on CNN is a reliable
method.

Key words: domain generation algorithm (DGA); word embedding; deep learning; convolutional neural

network (CNN)
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Fig.1 Flowchart of neural network back
propagation optimization
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Fig. 2 Flowchart of the proposed malicious domain

name detection method based on CNN
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Tab.1 Summary of test results for binary classification

method precision recall F, I:ir;il:r
0 0.991 3 0.992 0 0.991 6 400 643

1 0.990 6 0.989 8 0.990 2 445 088
Avg 0.991 0 0.991 0 0.991 0 845 731
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Tab.2 Summary of test results of models

method precision recall F,
RF 0.958 3 0.990 0 0.973 9
DT 0.859 1 0.992 5 0.9210
LR 0.966 7 0.987 0 0.976 7

CNN 0.991 0 0.991 0 0.991 0

ARICGRBIT T I IR 5T S 80 CNN AL
ML FEAR SCHR I CNN B, EZ S B 5
BT KN b R R n XIS 285 A B
Shy W 0 5 14 R 2 R S RO O R IR X A3 S A
RIYFEM AR 3 s, SCE S5 IR L 78 4 P
HAGEREZBMEE T, Y k=3.n=064 B, 1
CNN Xl E 38544 1 TR ) 850 B 47

3 AEABSHEAN CNNAKER

Tab.3 Summary of test results of different hyperparameters

k n precision recall F,

2 32 0.989 6 0.989 6 0.989 6
2 64 0.990 7 0.990 7 0.990 7
3 32 0.990 0 0.990 0 0.990 0
3 64 0.991 0 0. 991 0 0. 991 0

R AN ff B2 it N 8T 3 s, i 3 AT LA
BEE VI ZR 58 B epoch BYIE I B RL iz Af AT T R vy
e T LHE 9 1380 B B bR 22 I 48 R 3 8 o i 2%
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Fig.3 Model accuracy changes with the
number of training rounds
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Fig. 4 Variation of the loss function with the
number of training rounds
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JEIEZE H B0 A 7125, W] R {B £ 2K (false negative,
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Fig.5 ROC graph of the convolutional neural network model
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