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Abstract: Aiming at the problem that attackers may steal sensitive information of the deep
learning training dataset by some technological means such as the Generative Adversarial
Network(GAN), combining the differential privacy theory, the differential privacy protection
method was proposed for deep learning based on the Wasserstein generative adversarial network
(WGAN) feedback parameter tuning. This privacy protection method is realized by optimization
of the stochastic gradient descent, gradient clipping of setting gradient threshold, and noise
adding to the optimization process of deep learning; WGAN was used to generate optimized
results similar to the original data. The difference of the generated results and the original data
were used for feedback parameter tuning. The experiment result shows that this method can effectively
protect sensitive private information of the dataset and has preferable data usability.
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0 Introduction

As a hot branch of machine learning, deep
learning has made rapid development since it was
Currently this kind of
shown a

raised by Hintonet all.
preferable
performance far surpassing traditional methods in
almost all of artificial intelligence sections. A large

machine learning has
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number of key breakthroughs have been made in
many areas like the image, voice, and natural
language processing. One of the important reasons
for above achievements is the usability of large and
representative dataset used in the neural training
network. But, with the fast development of the
deep learning, security and privacy problems have
gained more and more concern,
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In deep learning, privacy means that a person
has the right to decide his personal data shall not
be made public. The performance of deep learning
has close relationship with the training dataset
scale and diversity, while the data usually contains
a lot of personal sensitive information, which can
be obtained by attackers with methods of renewing
part of deep learning model data or stealing the
training model directly. How to increase the
usability of training data without disclosing users’
sensitive data has become the main problem to be
resolved by deep learning.

In view of the related problems, scholars at
home and abroad have done a lot of fruitful
research. The earliest privacy protection model is
After
attackers obtain data processed by k-anonymity,
they will get at least K differential data records

k-anonymity raised by Sweeney et alt?.

thus unable to make accurate judgement. The raise

of [-diversity'® and ¢-closenesst’ all made
improvement for k-anonymity. But this kind of
data anonymity method cant guarantee strict
privacy and the data usability reduction is usually
caused by missing attributes. Differential privacy

B remedies the limitation of

raised by Dwork et al
traditional privacy protection method. This model
shows less concern for the background knowledge
of attackers and makes strict definition and
evaluation for the privacy protection degree. The
combination of differential privacy and deep
learning has become one the hot points of privacy
In 2016, Abadi et al®® put

differential privacy technology into the process of

protection study.

deep learning training model. Privacy protection
was realized by adding noise to optimization
process, and real time accounting method was
raised to evaluate the privacy information loss.
'Y raised the privacy aggregation

This PATE

model can provide more reliable protection for

Nicolas et a
method aiming at teacher model.
training data. lan et al®™® raised a new deep
learning model- Generative adversarial Network in
2014, through which preferable output results will
be got by the antagonistic learning between the
generated model and the discriminated model. In
this way, similar data as the training dataset can
be generated. Combining the unsupervised
learning generative adversarial network and the
convolutional neural network, AlecRadford et al*’!
raised DCGAN model so as to get better expressive
image features. But there is still the problem of
the single oscillation and the privacy protection
issue of unmarked data is also not concerned.
and generative

Combining differential privacy

adversarial network for the first time, Beaulieu
Jones et al''” raised to generate medical data by
using differential privacy to support classified
generative adversarial network. Liyang Xie et al-'"
proposed a  privacy preserving  generative
adversarial network (DPGAN) that preserves the
privacy of the training data in a differentially
private sense . The difference from our work is that
this method does not perform feedback adjustment
of privacy parameters, and the correction of
privacy parameters is mainly concentrated in the
privacy budget. Most of the above methods
combine differential privacy and traditional deep
learning models to achieve privacy protection,
mainly by adding random noise outside the training
process. There is no strict quantitative analysis
towards the noise amount added to the parameter.
Too much noise will affect the usability of the
output result, while too little noise will also affect
the protection effect.

Based on the above information. this paper

referred to the idea of Abadi
introduced the differential privacy theory into the

and others,

deep learning model training and designed the
privacy protection model for deep learning based on
adversarial  network

Wasserstein ~ generative

feedback.
sample was extracted from dataset randomly, the
gradient clipping threshold of the training model

In each training step., the training

was set, gradient was adjusted and noise was
We adjust the
privacy parameters in the model through privacy
feedback. This paper used Mnist dataset to verify

added with iterative operation.

the experiment. The result shows that compared
with the traditional deep learning network, the
accuracy rate with the WGAN training is relatively
higher, and this method can guarantee privacy
protection within a reasonable privacy budget.

The main contributions of this article are as
follows:

(I ) The depth learning differential privacy
algorithm is designed, the gradient clipping
threshold is set, and the noise is added in the
optimization process of deep learning parameters
by combining the differential privacy theory,
parameters affecting the noise are set in groups.
and the gradient output is disturbed to realize
privacy protection.

(Il ) The defects of the traditional GAN in
training are found, the Wasserstein distance in
WGAN is proposed to solve the problems of
instability and mode collapse in the traditional
GAN. By using the best result similar to the
original training data, the differences between the
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WGAN result and the original data are compared.
The adjusted parameters can satisfy the data
privacy protection under the premise of ensuring
the data availability.

1 Preliminaries

1.1 The theoretical basis of differential privacy
Differential privacy preserving is one kind of
privacy protection technology based on data
distortion for attackers with a strong knowledge
background. It mainly adds noise to the real data
or statistical results, interferes with the relevant
sensitive data, and ensures that the data can still
be used later., The differential privacy protection
model can ensure that the output results will not
be affected when a record is inserted or deleted

centrally.

1.1.1
Definition 1. 1 Given two neared-neighbor
datasets D and D’ that differ by at most one
record, for a random algorithm M , its value range
is Range(M) . If any output of this algorithm in

the above dataset meets the following conditions

Pr[M(D) € S]T<Ce* XPr[M(D') € ST+6
(D
The above random method provides the
differential privacy of (e, &), e is the privacy
budget,
protection. The smaller the e value, the greater
the interference to the output, so the more
conducive to privacy protection. & is the error
indicating the probability of privacy

disclosure.

Definition of differential privacy

indicating the degree of privacy

ValUC ’

1.1.2 Gaussian mechanism

The real-valued function which is similar to
that with the differential privacy mechanism:
f:D—>R".

Add a random noise to the output of f to
protect the relationship between the data in the
dataset and realize differential privacy protection.
directly
proportional to the sensitivity of the output of f .

The global sensitivity of f is defined as follow

Af =max | F(D)— (D" | (2

Among them, D and D’ are the nearest
neighbor datasets with a maximum difference of
one record. Gaussian mechanism is used to add the

The volume of the added noise is

Gaussian noise to the actual output value of f
f(D)=f(D")+ N(0,S%") (3
where N (0,S% « ¢”) is a normal Gaussian with a

mean of 0 and a standard deviation of S% « ¢°.
Only when the algorithm is random., that is,
when the output and distribution are related, will
the data be replaced with appropriate noise
protection, which will not have much effect on the

result. If some data is interfered with or even
deleted, its distribution does not change much,
thus achieving the goal of differential privacy.

1.2 The foundation of the deep learning theory

Deep learning is a subfield of machine learning
that can be supervised or unsupervised.

Deep learning is powerful because it uses basic
concepts of data as nested concepts. In the nested
concept hierarchy, simple concepts are refined to
obtain complex concepts. Deep learning has been
applied in fields,
computer recognition  and
bioinformatics.

1.3 Generative adversarial networks

Due to the complexity of the deep learning
network model, GAN is easy to remember the
samples for the model training. When GAN is

research including

speech

many
vision,

applied to sensitive data, the centralized
distribution may lead to the leakage of some
sensitive  information. For A high-quality

generated distribution, the privacy of the raw data
can be protected by distributing the data only to
the public or to restricted individuals, rather than
to the raw data. But it is still possible to recover
sample data by repeatedly sampling in the
distribution. The attack model designed by Hitaj

et al'?

can reconstruct the original training
samples from the training samples.

The generative adversarial network™ model is
used to estimate the underlying distribution of the
dataset and randomly generate actual samples
according to its estimated distribution. Its basic
idea is to use two mutually " game" models: a
generation model G and a discrimination model D.
The training goal of the generation model G is to
generate results similar to the real data as much as
Through this generation result, the
probability of judging errors by the discriminator is

possible.

maximized, so that the discriminator mistakenly
believes that the generated results are the real
results of the data. The training goal of the
discriminant model D is to
discriminant accuracy of generated results and real
results as much as possible. In the training
" between G and D
models

maximize the

process, the mutual " game'
makes the performance of the two
enhanced at the same time. The objective function

of GAN is
min maxV(D.G) =E, p [logD(x) ]+
G D data

E. ., [log(l1 —=D(G(x)))] (€))

2 Method

2.1 Deep learning of differential privacy algorithms
The privacy protection method of the deep
learning model is usually to protect the privacy of
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the training data by processing the final parameters
in the training process. We can treat the whole
process as a black box. But, these parameters do
not describe the dependence of training data
effectively and strictly. Adding the over bottom
noise to the parameters will make the selection
according to the worst case, which will destroy the
usability of the learning model. Therefore, it is
necessary to design an method of
differential privacy in the training process of deep
learning.

Algorithm2. 1 In the process of deep learning.,
the minimum loss function L (8) is used to train

effective

the relevant parameter model, and the basic
method of the differential privacy technology is
used in this process. The specific realization
process is as follows: Calculate the gradient value
g (x) of each random sample; In order to avoid the
impact of a single data on the whole, the gradient
was adjusted, and the norm L,of each gradient was
clipped and the average value of the gradient was
calculated to meet the threshold condition C, so as
to obtain a new gradient value g . In order to
realize privacy protection, noise is added to the
new gradient value g to interfere with the output of
the gradient. Finally, the gradient with added
noise 1is increased in the opposite
according to the gradient descent method, the
parameter § is updated, and the privacy loss is

direction

calculated.
Algorithm 2. 1
privacy algorithm

Depth learning differential

Input: training sample set {x;, Xz+...5 X, J »

Loss function L(0) :%ZL(@,xi). To add the size
of the noise ¢, learning rate a,the gradient clipping
threshold C, the number of times the training was
conducted T, the size of the random sample group
Initialization m.

random value 6,

for t€[T] do

Random extraction m, training sample

for x,€m, do

g, (x)=<VO,L3O,,x)

— g (xp)

& [ [ g1<xi>|}
max |],————

C
g~g+N

0.1 <0,—7g.end for

Output: Gradient
statistical method of
calculate the privacy loss.
2.2 privacy loss analysis

In order to evaluate the privacy protection

Using the
privacy to

value 0, ,
differential

performance of the deep learning differential
privacy protection model reasonably., we need to
make a statistical analysis of the privacy loss in the
training process. In this process, parameters are
usually updated many times due to the decline of
the gradient, which will lead to a gradual
accumulation of the privacy loss. Combining the
characteristics of differential privacy, this paper
uses the time accounting method™™ proposed by
Abadi and others for a calculation of the privacy
loss. Privacy loss is regarded as a random variable
whose value depends on the noise added to the
algorithm. By calculating the logarithmic moment
of the random variable Z of privacy loss, and using
the time limit and the standard Markov inequality
to obtain the tail limit, we can get the privacy
loss. Then the privacy loss of the random variable
Z is defined as

Pr[M(D) =5
Pr[M (D) =5]
Among them, Mis a random algorithm , D

A
Z (s M saux ,D,D’) =log (5)

and D’ are the nearest neighbor data , aux is used
to assist the input, and s is the output.
2.3 The advantages of WGAN

There are some problems in the original
GAN., such as the instability of training and the
lack of generating diversity due to the mode
collapse. GAN Trains G and D in an alternating
optimization mode, and the optimization between
G and D must achieve a good synchronization.
However, in the actual training process, usually
after D is updated many times, G will be updated
once, which is easy to cause the G collapse to a
saddle point. Some scholars try to solve the
problem with DCGAN. Although DCGAN has a
good structure, if the G of DCGAN loses the batch
standardization, it will lead to the collapse of the
The problem of instability of GAN

Training has not been solved completely. Arjovsky
1£13]

training.

et a proposed Wasserstein GAN to improve on
the shortcomings of the original GAN. WGAN
uses Wassertein distance as an optimization
method instead of the cross entropy to measure the
distance between the real distribution and the
generated distribution, so that the convergence
tends to be stable and the training stability is
greatly improved. Compared with DCGAN,
WGAN is not restricted by batch standardization,
and can use special network to achieve G and D,
thus getting more diverse generation effects.
Therefore, WGAN is chosen to replace the original
GAN, and appropriate noise is added to the
gradient in the process of deep learning training to
realize privacy protection under WGAN.
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2.4 The privacy feedback based on WGAN

Privacy feedback
effectively establish contact with model-related
parameters through feedback channels and obtain

is defined as a way to

timely responses. Privacy feedback reflects a two-
way flow of information. The deeper the feedback,
the more favorable it is to choose the appropriate
privacy parameter settings.

The of the feedback
mechanism in this paper is to judge the threshold

realization process

by comparing the similarity between the generated

result G, and the generated result G,, and adjust
the relevant parameters of the depth differential
privacy by combining the evaluation criteria of
privacy Without privacy
feedback, the privacy parameters in depth learning

loss and accuracy.
differential privacy will be uncontrollable, and the
generated the defects of

insufficient privacy protection or greatly reduced

results will have
data availability. The basic framework is shown in

Fig. 1.

Depth learning
differential
privacy algorithm

Image

—>
Dataset

—>

Generate
Results G,

Generative
Model

(a)Without privacy feedback

Image
Dataset

Generative
Model

Generate
Results G,

Discriminative
Model

Depth learning
differential
privacy algorithm

Image

—>
Dataset

Generative
Model

Generate

Results G

1

Feedback

(b)The privacy feedback based on WGAN

Fig. 1

3 Experiment and analysis

3.1 Datasets

In this paper, the MNIST handwritten digital

dataset' is selected as the experimental dataset.

The MNIST dataset
database established by Corinna Cortes of Google
Laboratory and Yann LeCun of Kiran Institute of
New York University. The
contains 60000 handwritten digital pictures and
corresponding tags, and the test database has
10000. Each picture consists of 28 X 28 pixels.

3.2 Experiments

is a handwritten digital

training database

In this experiment,a random gradient drop is
used to be optimized, and the gradient threshold
Cis set at 5 in the iterative process. Using the
MNIST training set under different differential
privacy parameters set, using WGAN to train and
generate model and generate data, and then train
the generated data to get classifier and calculate the
test accuracy for MNIST test set. At the same
time, the classifier is trained for the original
MNIST dataset differential privacy
processing. and the test set is used to calculate the

without

test accuracy. Compare the difference between the

Flow chart of the deep learning differential privacy

image generated by differential privacy protection
WGAN and the

moment accounting method to determine the loss

the unprocessed image, use
of privacy, on the premise of ensuring a certain
degree of privacy protection, select the appropriate
parameters to improve the test accuracy of the
model.
3.2.1

The definition of differential privacy indicates

Changes ¢ influence on the experiment

the privacy budget. The smaller the value is, the
better the degree of privacy protection. In order to
verify the effect of the change of the e value on the
accuracy of the test, the experiment fixed § =10°
and ¢ = 6, the privacy budget parameters e were
changed from 0.5 to 8. The experimental results
When the
privacy budget parameterse are 0. 5,2,4 and 8, the
experimental accuracy is 89. 43%, 90.19% , 90.
86% , 93.05% respectively. The results shown in
Fig. 2 which shows that the accuracy of the test
increases with the increase of privacy budget
In addition,
privacy budget parameters € should not be too
high, or it will add too little noise and affect the

are shown in the following figure.

parameters ¢ . the selection of the

effect of privacy protection.
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Fig.3 Influence of test accuracy by changing single variable &

3.2.2 Changes o influence on the experiment
The second group of experiments fixede =0. 5
and &8 =107 to verify the effect of changing the
noise scale ¢ on the accuracy of experimental tests.
The acceptable values of the noise scales are 1 to 9
respectively. The experimental results are shown
in the Fig. 3. When ¢ is taken as 2, 4, 6 and 8
respectively, the test accuracy of the experiment is

89. 85%., 89. 91%., 90. 93% and 90. 22%
respectively.

The results shown in Fig. 3 which shows that
the increase of the ¢ value has an alternating trend
of increasing first and then decreasing on the
the

accuracy of the model. When ¢ value is 6,

accuracy of the model test is relatively high.

3.2.3 Changes ¢ influence on the experiment

The third group of experiments fixed e = 0.5
and ¢ =6 to verify the effect of changing the privacy
leak error 8 on the accuracy of experimental tests.
The shown in the
following figure. When ¢ is taken as 10 %, 10 *,
107" and 107 ° respectively, the test accuracy of the
experiment is 89.41%, 89.71% ., 89.89% and 90.
19% respectively.

experimental results are

The results shown in Fig. 4 which shows that,
with the decrease of privacy leak error & , the test
accuracy of the model is slightly improved. When
the value of & is 10°, there is a balance between
the privacy leak error and the model test accuracy,
and the test accuracy is relatively high at this time.
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. . Q
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8 .
[
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3.2.5 Changes ¢ and ¢ influence on the experiment
In the fifth group of experiment, the d =107° 0.88 ‘ ‘
was fixed and the values of ¢ and ¢ were changed, le-5 le-4 el le-3 le-2
clta

in which the values of 6 were 2, 4, 6 and 8 Fie 7 Infl st be chan

. ig. nfluence of test accurac changin,

respectively, and the values of ¢ were 0.5, 1, 2 8 . . yoy ging
single variable  and &

and 4 respectively. The experimental results are

shown in Fig. 6. 4 Conclusion

3.2.6 Changes ¢ and ¢ influence on the experiment .
g P Through the experiments of several sets of

In the sixth group of the experiment, thes =6 . e
group p ’ control parameter variables, we verified the

was fixed and the values of § an(% & were changed, separate influence of the change of the single
in which the values of § were 10 " to 10 *, and the related parameter on the experimental test

VaIUeS OfE were 0. 57 1 ’ 2 and 4 reSpeCtiVely. The accuracy and ‘[he mutual influence Of the

experimental results are shown in Figs. 7 and 8. simultaneous  change of  different related
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Fig. 8 Generated images corresponding to different privacy parameters

parameters on the experimental test accuracy. It
was found that when e takes the value of 0.5, &
takes the value of 107°, ¢ takes the value of 6, the
experimental test accuracy of the deep learning
differential privacy protection model is 90. 52%,
and the privacy budget calculated by the time
accounting method can ensure the protection of
privacy. Compared with other GAN, the training
process using WGAN is more stable and the accuracy
rate is improved to a certain extent, which basically
realizes the balance between the degree of privacy
protection and the availability of datasets.
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