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基于 WGAN反馈的深度学习差分隐私保护方法
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摘要:针对攻击者可能通过某些技术手段如生成式对抗网络(GAN)等窃取深度学习训练数据集中敏感信
息的问题,结合差分隐私理论,提出经沃瑟斯坦生成式对抗网络(WGAN)反馈调参的深度学习差分隐私保
护的方法.该方法使用随机梯度下降进行优化,设置梯度阈值进行梯度裁剪,对深度学习的优化过程添加噪
声实施隐私保护;利用 WGAN生成与原始数据相似的最优结果,对比生成结果与原始数据的差异进行反馈
调参.实验结果表明,该方法可以有效保护数据集的敏感信息并且具有较好的数据可用性.
关键词:差分隐私;深度学习;沃瑟斯坦生成式对抗网络(WGAN)

0 Introduction
Asahotbranchofmachinelearning,deep

learninghasmaderapiddevelopmentsinceitwas
raisedby Hintonetal[1].Currentlythiskindof
machine learning has shown a preferable
performancefarsurpassingtraditionalmethodsin
almostallofartificialintelligencesections.Alarge

numberofkeybreakthroughshavebeenmadein
manyareasliketheimage,voice,andnatural
languageprocessing.Oneoftheimportantreasons
foraboveachievementsistheusabilityoflargeand
representativedatasetusedintheneuraltraining
network.But,withthefastdevelopmentofthe
deeplearning,securityandprivacyproblemshave
gainedmoreandmoreconcern.



Indeeplearning,privacymeansthataperson
hastherighttodecidehispersonaldatashallnot
bemadepublic.Theperformanceofdeeplearning
hascloserelationship withthetrainingdataset
scaleanddiversity,whilethedatausuallycontains
alotofpersonalsensitiveinformation,whichcan
beobtainedbyattackerswithmethodsofrenewing
partofdeeplearningmodeldataorstealingthe
training modeldirectly. How toincreasethe
usabilityoftrainingdatawithoutdisclosingusers'
sensitivedatahasbecomethemainproblemtobe
resolvedbydeeplearning.

Inviewoftherelatedproblems,scholarsat
homeand abroad have donealotoffruitful
research.Theearliestprivacyprotectionmodelis
k-anonymityraisedbySweeneyetal[2].After
attackersobtaindataprocessedbyk-anonymity,
theywillgetatleastKdifferentialdatarecords
thusunabletomakeaccuratejudgement.Theraise
of l-diversity[3] and t-closeness[4] all made
improvementfork-anonymity.Butthiskindof
data anonymity method can't guarantee strict
privacyandthedatausabilityreductionisusually
causedbymissingattributes.Differentialprivacy
raisedbyDworketal[5]remediesthelimitationof
traditionalprivacyprotectionmethod.Thismodel
showslessconcernforthebackgroundknowledge
of attackers and makes strict definition and
evaluationfortheprivacyprotectiondegree.The
combination of differential privacy and deep
learninghasbecomeonethehotpointsofprivacy
protectionstudy.In2016,Abadietal[6] put
differentialprivacytechnologyintotheprocessof
deeplearningtraining model.Privacyprotection
was realized by adding noise to optimization
process,andrealtimeaccounting method was
raisedtoevaluatetheprivacyinformationloss.
Nicolasetal[7] raisedthe privacy aggregation
methodaimingatteacher model.This PATE
modelcanprovide morereliableprotectionfor
training data.Ian etal[8] raised a new deep
learningmodel-GenerativeadversarialNetworkin
2014,throughwhichpreferableoutputresultswill
begotbytheantagonisticlearningbetweenthe
generatedmodelandthediscriminatedmodel.In
thisway,similardataasthetrainingdatasetcan
be generated. Combining the unsupervised
learninggenerativeadversarialnetworkandthe
convolutionalneuralnetwork,AlecRadfordetal[9]

raisedDCGANmodelsoastogetbetterexpressive
imagefeatures.Butthereisstilltheproblemof
thesingleoscillationandtheprivacyprotection
issueofunmarkeddataisalsonotconcerned.
Combining differential privacy and generative

adversarialnetworkforthefirsttime,Beaulieu
Jonesetal[10]raisedtogeneratemedicaldataby
using differentialprivacy to supportclassified
generativeadversarialnetwork.LiyangXieetal[11]

proposed a privacy preserving generative
adversarialnetwork(DPGAN)thatpreservesthe
privacyofthetraining datainadifferentially
privatesense.Thedifferencefromourworkisthat
thismethoddoesnotperformfeedbackadjustment
ofprivacy parameters,and the correction of
privacyparametersismainlyconcentratedinthe
privacy budget. Most ofthe above methods
combinedifferentialprivacyandtraditionaldeep
learning modelsto achieve privacy protection,
mainlybyaddingrandomnoiseoutsidethetraining
process.Thereisnostrictquantitativeanalysis
towardsthenoiseamountaddedtotheparameter.
Toomuchnoisewillaffecttheusabilityofthe
outputresult,whiletoolittlenoisewillalsoaffect
theprotectioneffect.

Basedontheaboveinformation,thispaper
referred to the idea of Abadi and others,
introducedthedifferentialprivacytheoryintothe
deeplearning modeltrainingand designedthe
privacyprotectionmodelfordeeplearningbasedon
Wasserstein generative adversarial network
feedback.In each training step,thetraining
samplewasextractedfromdatasetrandomly,the
gradientclippingthresholdofthetrainingmodel
wasset,gradient wasadjustedandnoise was
added withiterativeoperation. Weadjustthe
privacyparametersinthemodelthroughprivacy
feedback.ThispaperusedMnistdatasettoverify
theexperiment.Theresultshowsthatcompared
withthetraditionaldeeplearningnetwork,the
accuracyratewiththeWGANtrainingisrelatively
higher,andthis methodcanguaranteeprivacy
protectionwithinareasonableprivacybudget.

Themaincontributionsofthisarticleareas
follows:

(Ⅰ)Thedepthlearningdifferentialprivacy
algorithm is designed,the gradient clipping
thresholdisset,andthenoiseisaddedinthe
optimizationprocessofdeeplearningparameters
by combining the differential privacy theory,
parametersaffectingthenoisearesetingroups,
andthegradientoutputisdisturbedtorealize
privacyprotection.

(Ⅱ)ThedefectsofthetraditionalGANin
trainingarefound,the Wassersteindistancein
WGANisproposedtosolvethe problemsof
instabilityand modecollapseinthetraditional
GAN.Byusingthebestresultsimilartothe
originaltrainingdata,thedifferencesbetweenthe
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WGANresultandtheoriginaldataarecompared.
Theadjusted parameters can satisfy the data
privacyprotectionunderthepremiseofensuring
thedataavailability.

1 Preliminaries
1.1 Thetheoreticalbasisofdifferentialprivacy

Differentialprivacypreservingisonekindof
privacy protection technology based on data
distortionforattackerswithastrongknowledge
background.Itmainlyaddsnoisetotherealdata
orstatisticalresults,interfereswiththerelevant
sensitivedata,andensuresthatthedatacanstill
beusedlater.Thedifferentialprivacyprotection
modelcanensurethattheoutputresultswillnot
beaffectedwhenarecordisinsertedordeleted
centrally.
1.1.1 Definitionofdifferentialprivacy

Definition1.1 Giventwo neared-neighbor
datasetsD andD'thatdifferbyat mostone
record,forarandomalgorithmM ,itsvaluerange
isRange(M).Ifanyoutputofthisalgorithmin
theabovedatasetmeetsthefollowingconditions
Pr[M(D)∈S]≤eε ×Pr[M(D')∈S]+δ

(1)
  Theaboverandom method providesthe
differentialprivacyof(ε,δ),εistheprivacy
budget, indicating the degree of privacy
protection.Thesmallertheεvalue,thegreater
theinterferenceto the output,so the more
conducivetoprivacyprotection.δistheerror
value,indicating the probability of privacy
disclosure.
1.1.2 Gaussianmechanism

Thereal-valuedfunctionwhichissimilarto
that with the differential privacy mechanism:
f:D →Rd .

Addarandom noisetotheoutputoffto
protecttherelationshipbetweenthedatainthe
datasetandrealizedifferentialprivacyprotection.
The volume of the added noise is directly
proportionaltothesensitivityoftheoutputoff.

Theglobalsensitivityoffisdefinedasfollow
Δf=max

D,D'
‖f(D)-f(D')‖ (2)

  Amongthem,D andD'arethenearest
neighbordatasetswithamaximumdifferenceof
onerecord.Gaussianmechanismisusedtoaddthe
Gaussiannoisetotheactualoutputvalueoff

f(D)=f(D')+N(0,S2
fσ2) (3)

whereN(0,S2
f·σ2)isanormalGaussianwitha

meanof0andastandarddeviationofS2
f·σ2.

Onlywhenthealgorithmisrandom,thatis,
whentheoutputanddistributionarerelated,will
the data be replaced with appropriate noise
protection,whichwillnothavemucheffectonthe

result.Ifsomedataisinterfered withoreven
deleted,itsdistributiondoesnotchange much,
thusachievingthegoalofdifferentialprivacy.
1.2 Thefoundationofthedeeplearningtheory

Deeplearningisasubfieldofmachinelearning
thatcanbesupervisedorunsupervised.

Deeplearningispowerfulbecauseitusesbasic
conceptsofdataasnestedconcepts.Inthenested
concepthierarchy,simpleconceptsarerefinedto
obtaincomplexconcepts.Deeplearninghasbeen
applied in many research fields, including
computer vision, speech recognition and
bioinformatics.
1.3 Generativeadversarialnetworks

Duetothecomplexityofthedeeplearning
network model,GANiseasytorememberthe
samplesforthe modeltraining.When GANis
applied to sensitive data, the centralized
distribution mayleadtotheleakage ofsome
sensitive information. For A high-quality
generateddistribution,theprivacyoftherawdata
canbeprotectedbydistributingthedataonlyto
thepublicortorestrictedindividuals,ratherthan
totherawdata.Butitisstillpossibletorecover
sample data by repeatedly sampling in the
distribution.TheattackmodeldesignedbyHitaj
etal[12] can reconstruct the originaltraining
samplesfromthetrainingsamples.

Thegenerativeadversarialnetwork[8]modelis
usedtoestimatetheunderlyingdistributionofthe
datasetand randomly generate actualsamples
accordingtoitsestimateddistribution.Itsbasic
ideaistousetwo mutually"game" models:a
generationmodelGandadiscriminationmodelD.
ThetraininggoalofthegenerationmodelGisto
generateresultssimilartotherealdataasmuchas
possible.Through this generation result,the
probabilityofjudgingerrorsbythediscriminatoris
maximized,sothatthediscriminatormistakenly
believesthatthegeneratedresultsarethereal
resultsofthedata.Thetraining goalofthe
discriminant model D is to maximize the
discriminantaccuracyofgeneratedresultsandreal
resultsas much as possible.In thetraining
process,themutual"game"betweenG andD
makes the performance of the two models
enhancedatthesametime.Theobjectivefunction
ofGANis

min
G
max

D
V(D,G)=Ex~Pdata(x)

[logD(x)]+
Ez~pz(z)

[log(1-D(G(z)))] (4)

2 Method
2.1 Deeplearningofdifferentialprivacyalgorithms

Theprivacyprotection methodofthedeep
learningmodelisusuallytoprotecttheprivacyof
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thetrainingdatabyprocessingthefinalparameters
inthetrainingprocess.Wecantreatthewhole
processasablackbox.But,theseparametersdo
not describe the dependence oftraining data
effectivelyandstrictly.Addingtheoverbottom
noisetotheparameterswillmaketheselection
accordingtotheworstcase,whichwilldestroythe
usabilityofthelearningmodel.Therefore,itis
necessary to design an effective method of
differentialprivacyinthetrainingprocessofdeep
learning.

Algorithm2.1Intheprocessofdeeplearning,
theminimumlossfunctionL(θ)isusedtotrain
therelevant parameter model,and the basic
methodofthedifferentialprivacytechnologyis
usedin this process.The specificrealization
processisasfollows:Calculatethegradientvalue
g(x)ofeachrandomsample;Inordertoavoidthe
impactofasingledataonthewhole,thegradient
wasadjusted,andthenormL2ofeachgradientwas
clippedandtheaveragevalueofthegradientwas
calculatedtomeetthethresholdconditionC,soas
toobtainanew gradientvalueg.Inorderto
realizeprivacyprotection,noiseisaddedtothe
newgradientvaluegtointerferewiththeoutputof
thegradient.Finally,thegradient withadded
noise is increased in the opposite direction
accordingtothegradientdescent method,the
parameterθisupdated,andtheprivacylossis
calculated.

Algorithm 2.1 Depthlearningdifferential
privacyalgorithm

Input:trainingsampleset{x1,x2,...,xn},

LossfunctionL(θ)=
1
N∑iL

(θ,xi).Toaddthesize

ofthenoiseσ,learningrateα,thegradientclipping
thresholdC,thenumberoftimesthetrainingwas
conductedT,thesizeoftherandomsamplegroup
Initializationm.

randomvalueθ0
fort∈[T]do
Randomextractionmttrainingsample
forxi∈mtdo
gt(xi)←�θtL(θt,xi)

gt←
gt(xi)

max1,
‖gt(xi)‖
C





 






gt
~

←gt+N

θt+1←θt-ηgt
~

endfor
Output:Gradient value θt , Using the

statistical method of differential privacy to
calculatetheprivacyloss.
2.2 privacylossanalysis

Inordertoevaluatetheprivacyprotection

performance of the deep learning differential
privacyprotectionmodelreasonably,weneedto
makeastatisticalanalysisoftheprivacylossinthe
trainingprocess.Inthisprocess,parametersare
usuallyupdatedmanytimesduetothedeclineof
the gradient, which willlead to a gradual
accumulationoftheprivacyloss.Combiningthe
characteristicsofdifferentialprivacy,thispaper
usesthetimeaccounting method[6]proposedby
Abadiandothersforacalculationoftheprivacy
loss.Privacylossisregardedasarandomvariable
whosevaluedependsonthenoiseaddedtothe
algorithm.Bycalculatingthelogarithmicmoment
oftherandomvariableZofprivacyloss,andusing
thetimelimitandthestandardMarkovinequality
toobtainthetaillimit,wecangettheprivacy
loss.Thentheprivacylossoftherandomvariable
Zisdefinedas

Z(s,M,aux,D,D')=
Δ

log
Pr[M(D)=s]
Pr[M(D')=s]

(5)

  Amongthem,Misarandomalgorithm ,D
andD'arethenearestneighbordata,auxisused
toassisttheinput,andsistheoutput.
2.3 TheadvantagesofWGAN

Therearesome problemsin the original
GAN,suchastheinstabilityoftrainingandthe
lack ofgenerating diversity duetothe mode
collapse.GANTrainsGandDinanalternating
optimizationmode,andtheoptimizationbetween
G andD mustachieveagoodsynchronization.
However,intheactualtrainingprocess,usually
afterDisupdatedmanytimes,G willbeupdated
once,whichiseasytocausetheGcollapsetoa
saddle point.Somescholarstrytosolvethe
problem withDCGAN.AlthoughDCGANhasa
goodstructure,iftheGofDCGANlosesthebatch
standardization,itwillleadtothecollapseofthe
training.The problem ofinstability of GAN
Traininghasnotbeensolvedcompletely.Arjovsky
etal[13]proposedWassersteinGANtoimproveon
theshortcomingsoftheoriginalGAN.WGAN
uses Wassertein distance as an optimization
methodinsteadofthecrossentropytomeasurethe
distancebetweentherealdistribution andthe
generateddistribution,sothattheconvergence
tendstobestableandthetrainingstabilityis
greatly improved. Compared with DCGAN,
WGANisnotrestrictedbybatchstandardization,
andcanusespecialnetworktoachieveGandD,
thus getting more diverse generation effects.
Therefore,WGANischosentoreplacetheoriginal
GAN,and appropriate noiseisaddedtothe
gradientintheprocessofdeeplearningtrainingto
realizeprivacyprotectionunderWGAN.
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2.4 TheprivacyfeedbackbasedonWGAN
Privacyfeedbackis defined as a way to

effectivelyestablish contact with model-related
parametersthroughfeedbackchannelsandobtain
timelyresponses.Privacyfeedbackreflectsatwo-
wayflowofinformation.Thedeeperthefeedback,
themorefavorableitistochoosetheappropriate
privacyparametersettings.

The realization process of the feedback
mechanisminthispaperistojudgethethreshold
bycomparingthesimilaritybetweenthegenerated

resultG1andthegeneratedresultG2,andadjust
therelevantparametersofthedepthdifferential
privacybycombiningtheevaluationcriteriaof
privacy loss and accuracy. Without privacy
feedback,theprivacyparametersindepthlearning
differentialprivacywillbeuncontrollable,andthe
generated results will have the defects of
insufficientprivacyprotectionorgreatlyreduced
dataavailability.Thebasicframeworkisshownin
Fig.1.

Fig.1 Flowchartofthedeeplearningdifferentialprivacy

3 Experimentandanalysis
3.1 Datasets

Inthispaper,theMNISThandwrittendigital
dataset[14]isselectedastheexperimentaldataset.
The MNIST datasetis a handwritten digital
databaseestablishedbyCorinnaCortesofGoogle
LaboratoryandYannLeCunofKiranInstituteof
New York University. The training database
contains60000handwrittendigitalpicturesand
correspondingtags,andthetestdatabasehas
10000.Eachpictureconsistsof28×28pixels.
3.2 Experiments

Inthisexperiment,arandomgradientdropis
usedtobeoptimized,andthegradientthreshold
Cissetat5intheiterativeprocess.Usingthe
MNISTtrainingsetunderdifferentdifferential
privacyparametersset,usingWGANtotrainand
generatemodelandgeneratedata,andthentrain
thegenerateddatatogetclassifierandcalculatethe
testaccuracyforMNISTtestset.Atthesame
time,theclassifieristrainedfortheoriginal
MNIST dataset without differential privacy
processing,andthetestsetisusedtocalculatethe
testaccuracy.Comparethedifferencebetweenthe

imagegeneratedbydifferentialprivacyprotection
WGAN and the unprocessed image,use the
momentaccountingmethodtodeterminetheloss
ofprivacy,onthepremiseofensuringacertain
degreeofprivacyprotection,selecttheappropriate
parameterstoimprovethetestaccuracyofthe
model.
3.2.1 Changesεinfluenceontheexperiment

Thedefinitionofdifferentialprivacyindicates
theprivacybudget.Thesmallerthevalueis,the
betterthedegreeofprivacyprotection.Inorderto
verifytheeffectofthechangeoftheεvalueonthe
accuracyofthetest,theexperimentfixedδ=10-5

andσ=6,theprivacybudgetparametersεwere
changedfrom0.5to8.Theexperimentalresults
areshowninthefollowingfigure. Whenthe
privacybudgetparametersεare0.5,2,4and8,the
experimentalaccuracyis89.43%,90.19% ,90.
86% ,93.05%respectively.Theresultsshownin
Fig.2whichshowsthattheaccuracyofthetest
increases with theincrease of privacy budget
parametersε.Inaddition,theselectionofthe
privacybudgetparametersεshouldnotbetoo
high,oritwilladdtoolittlenoiseandaffectthe
effectofprivacyprotection.
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Fig.2 Influenceoftestaccuracybychangingsinglevariableε

Fig.3 Influenceoftestaccuracybychangingsinglevariableσ

3.2.2 Changesσinfluenceontheexperiment
Thesecondgroupofexperimentsfixedε=0.5

andδ=10-5toverifytheeffectofchangingthe
noisescaleσontheaccuracyofexperimentaltests.
Theacceptablevaluesofthenoisescaleσare1to9
respectively.Theexperimentalresultsareshown
intheFig.3.Whenσistakenas2,4,6and8
respectively,thetestaccuracyoftheexperimentis
89.85%,89.91%,90.93% and 90.22%
respectively.

TheresultsshowninFig.3whichshowsthat
theincreaseoftheσvaluehasanalternatingtrend
ofincreasingfirstandthen decreasing onthe
accuracyofthemodel.Whenσvalueis6,the
accuracyofthemodeltestisrelativelyhigh.

3.2.3 Changesδinfluenceontheexperiment
Thethirdgroupofexperimentsfixedε=0.5

andσ=6toverifytheeffectofchangingtheprivacy
leakerrorδontheaccuracyofexperimentaltests.
The experimental results are shown in the
followingfigure.Whenδistakenas10-2,10-3,
10-4and10-5respectively,thetestaccuracyofthe
experimentis89.41%,89.71%,89.89%and90.
19%respectively.

TheresultsshowninFig.4whichshowsthat,
withthedecreaseofprivacyleakerrorδ,thetest
accuracyofthemodelisslightlyimproved.When
thevalueofδis10-5,thereisabalancebetween
theprivacyleakerrorandthemodeltestaccuracy,
andthetestaccuracyisrelativelyhighatthistime.
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Fig.4 Influenceoftestaccuracybychangingsinglevariableδ

3.2.4 Changesσandδinfluenceontheexperiment
Inthefourthgroupoftheexperiment,theε=

0.5wasfixedandthevaluesofσandδ were
changed,inwhichthevaluesofσwere2,4,6and
8respectively,andthevaluesofδwere10-5to
10-2.Theexperimentalresultsareshownin
Fig.5.

Fig.5 Influenceoftestaccuracybychanging
singlevariableσandδ

3.2.5 Changesσandεinfluenceontheexperiment
Inthefifthgroupofexperiment,theδ=10-5

wasfixedandthevaluesofσandεwerechanged,
inwhichthevaluesofσ were2,4,6and8
respectively,andthevaluesofεwere0.5,1,2
and4respectively.Theexperimentalresultsare
showninFig.6.
3.2.6 Changesδandεinfluenceontheexperiment

Inthesixthgroupoftheexperiment,theσ=6
wasfixedandthevaluesofδandεwerechanged,
inwhichthevaluesofδwere10-5to10-2,andthe
valuesofεwere0.5,1,2and4respectively.The
experimentalresultsareshowninFigs.7and8.

Fig.6 Influenceoftestaccuracybychangingsinglevariableσandε

Fig.7 Influenceoftestaccuracybychanging
singlevariableδandε

4 Conclusion
Throughtheexperimentsofseveralsetsof

control parameter variables, we verified the
separateinfluenceofthechangeofthesingle
related parameter on the experimental test
accuracy and the mutual influence of the
simultaneous change of different related
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Fig.8 Generatedimagescorrespondingtodifferentprivacyparameters

parametersontheexperimentaltestaccuracy.It
wasfoundthatwhenεtakesthevalueof0.5,δ
takesthevalueof10-5,σtakesthevalueof6,the
experimentaltestaccuracyofthedeeplearning
differentialprivacyprotectionmodelis90.52%,
andtheprivacybudgetcalculatedbythetime
accounting methodcanensuretheprotectionof
privacy.Compared withotherGAN,thetraining
processusingWGANismorestableandtheaccuracy
rateisimprovedtoacertainextent,whichbasically
realizesthebalancebetweenthedegreeofprivacy
protectionandtheavailabilityofdatasets.
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