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Benchmarking robustness in unsupervised anomaly detection: dataset, metrics, comparative analysis of existing methods, and enhan-
cing with feature aligning.

Public summary

m We construct a robustness benchmark for unsupervised anomaly detection methods, including a dataset with eight cor-
ruption types and five severity levels and metrics to assess robustness.

m We evaluate the accuracy and robustness of mainstream unsupervised anomaly detection methods and find that repres-
entation similarity-based and knowledge distillation-based approaches are the best paradigms in terms of performance
and robustness.

m The different components of the two best-performed methods are studied for ablation, thus helping to understand the im-
pact of different factors on robustness.

m We propose a feature alignment module to rectify the corrupted features. Combining the proposed module with Patch-
Core yields a model with both robustness while maintaining high performance.
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Abstract: Due to the complexity and diversity of production environments, it is essential to understand the robustness of
unsupervised anomaly detection models to common corruptions. To explore this issue systematically, we propose a data-
set named MVTec-C to evaluate the robustness of unsupervised anomaly detection models. Based on this dataset, we ex-
plore the robustness of approaches in five paradigms, namely, reconstruction-based, representation similarity-based, nor-
malizing flow-based, self-supervised representation learning-based, and knowledge distillation-based paradigms. Further-
more, we explore the impact of different modules within two optimal methods on robustness and accuracy. This includes
the multi-scale features, the neighborhood size, and the sampling ratio in the PatchCore method, as well as the multi-scale
features, the MMF module, the OCE module, and the multi-scale distillation in the Reverse Distillation method. Finally,
we propose a feature alignment module (FAM) to reduce the feature drift caused by corruptions and combine PatchCore
and the FAM to obtain a model with both high performance and high accuracy. We hope this work will serve as an evalu-

ation method and provide experience in building robust anomaly detection models in the future.

Keywords: robustness benchmark; anomaly detection; unsupervised learning; automated optical inspection
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1 Introduction

With the increasing demands on product quality, it is signific-
ant to detect surface defects in products during production. In
scenarios such as industrial defect detection, there is a high
demand for unsupervised anomaly detection models due to
the lack of defect samples. Additionally, since the models
need to handle image degradation interference during testing,
the robustness of the models needs to be evaluated. Many un-
supervised anomaly detection methods have been proposed;
these methods can be divided into five categories:
reconstruction-based’™, representation similarity-based",
normalizing flow-based™", self-supervised representation
learning-based", and knowledge distillation-based!"" .

The existing methods can achieve high accuracy on the
MVTec!"! dataset that is a relatively simple dataset. However,
the robustness of these models is unknown. Due to the tem-
poral and spatial differences between the training and deploy-
ment phases, there is no guarantee that the images processed
in actual production will have the same quality as the training
images and that unpredictable degradation of image quality
may occur. For example, devices that run for long periods
may wear out, causing the relative position of the camera to
the product to deviate from the preset value, which can lead to
defocus blur and geometric shifts in the images. Therefore,
there is an urgent need for a means of evaluating the robust-
ness of models to ensure production safety. Past studies on
the robustness of CNN models have involved image
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classification!*, object detection'”), semantic segmentation",
human pose estimation'”, and other domains. Since defect
samples are unavailable to unsupervised anomaly detection
models during training, specialized research on the robust-
ness of unsupervised anomaly detection models is necessary.

To address the aforementioned needs, we propose a frame-
work that includes a robust evaluation dataset, evaluation
metrics, and a method to improve the robustness of the
model. It is worth noting that the dataset and evaluation met-
rics are also applicable for evaluating the robustness of super-
vised models. Additionally, based on this framework, we
evaluate and analyze the robustness of mainstream unsuper-
vised defect detection models and obtain conclusions about
the factors affecting robustness.

Inspired by Dan et al.'Y, we propose a dataset named
MVTec-C with different types of corruptions to investigate
the robustness of unsupervised anomaly detection methods
systematically (see Fig. 1). We select the corruption types
considering the uncertainties as much as possible in the pro-
duction scenario, including Gaussian noise, Poisson noise,
motion blur, defocus blur, light, contrast, JPEG compression,
and geometry, with each corruption corresponding to five
severity levels. We consider robustness to mean how well the
performance on the original data can be maintained on cor-
rupted data, so we define the relative corruption performance
to measure the robustness of the model.

To understand the robustness of existing unsupervised
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Fig. 1. Samples with different corruption types. The first image is the ori-
ginal image in MV Tec.

anomaly detection models, we select one or two representat-
ive methods for evaluation from each of the five classes of
anomaly detection methods. We find that the representation
similarity-based and knowledge distillation-based methods
achieve the best balance between performance and robust-
ness, while the reconstruction-based method shows good ro-
bustness at the worst performance. Since PatchCore and Re-
verse Distillation both have high performance and high ro-
bustness, studying of their robustness is valuable for practical
applications. Therefore, we investigate the effects of different
factors on the robustness of these two methods through ex-
haustive ablation experiments. We draw several conclusions
based on the experimental results: ( 1) High-level features
can help construct robust feature representations. (ii) Multi-
scale features are beneficial for improving performance and
robustness. (iii) Neighborhood aggregation can not improve
the generalization capability of features. (iv) The memory
bank can maintain good robustness even with a small
sampling ratio, so it is suitable for modeling a normal sample
distribution. (V) Information bottlenecks make the features
more compact and thus improve the robustness of reverse dis-
tillation. (vi) Multi-scale distillation can consider different
defect sizes and hence can improve robustness.

To construct a robust anomaly detection model, we focus
on representation similarity-based methods (which perform
best considering robustness and performance simultaneously)
and attempt to optimize the feature representation. Defects
cause a drift in the features we rely on to discriminate defects.
However, corruptions introduce an additional drift that leads
to a decrease in the accuracy of detecting defects. Consider-
ing the different characteristics of corruptions and defects, we
hypothesize that corruptions lead to globally consistent drift,
while defects lead to local drift in features. Based on this hy-
pothesis, we propose a feature alignment module (FAM) to
reduce the globally consistent drift while preserving the local
drift caused by defects, thus obtaining a feature representation
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that is robust to corruptions. We apply the FAM to Patch-
Core and significantly improve its robustness while maintain-
ing high performance. Overall, our contributions are as
follows:

( I) We construct a robust benchmark for unsupervised an-
omaly detection methods, including a dataset with eight cor-
ruption types, five severity levels, and metrics to assess
robustness.

(II') We evaluate the performance and robustness of main-
stream unsupervised anomaly detection methods and find that
representation similarity-based and knowledge distillation-
based approaches are the best paradigms in terms of perform-
ance and robustness.

(IIT) The different components of the two best-performing
methods are studied for ablation, thus helping to understand
the impact of different factors on robustness.

(IV) We propose a feature alignment module to rectify the
corrupted features. Combining the proposed module with
PatchCore yields a model with robustness while maintaining
high performance.

2 Related work

2.1 Unsupervised anomaly detection

In recent years, researchers’ interest in anomaly detection, es-
pecially unsupervised anomaly detection, has increased rap-
idly, and many datasets and unsupervised anomaly detection
algorithms have been proposed. The most frequently used
dataset is the MVTec!"”! that contains five texture and ten ob-
ject classes, totaling 5354 images.

To identify defects from images, unsupervised anomaly de-
tection algorithms should produce either the image-level an-
omaly score required for anomaly detection or the pixel-level
anomaly map as required for the anomaly segmentation or
both. The mainstream unsupervised detection algorithms can
be classified into five categories: reconstruction-based, rep-
resentation similarity-based, self-supervised representation
learning-based, normalizing flow-based, and knowledge
distillation-based.

Reconstruction. Reconstruction-based approaches typic-
ally use generative adversarial networks, autoencoders, and
variational autoencoders to reconstruct the input image under
the assumption that a model trained on normal samples can
correctly reconstruct only normal regions but not defective re-
gions. AnoGAN!" used generative adversarial networks to
learn the distribution of normal images, and the training phase
trains a generator of normal image patches. In the test phase,
for each patch in the test image, the hidden vector is iterat-
ively adjusted using the discriminant score and the intermedi-
ate features of the discriminator as a guide. Finally, the resid-
ual map of the test image and the output image of the generat-
or are combined with the residual loss of the discriminator’s
intermediate features to identify defects. The f-AnoGAN!
used an autoencoder to generate the hidden vector, avoiding
the problem of time-consuming iterative optimization in
AnoGAN. Ganomaly" detected defects based on an encoder-
decoder-encoder structure by comparing the encoding of the
first encoder with the encoding reconstructed by the second
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encoder. AE-SSIMP introduced the structural similarity
index measure (SSIM) as the reconstruction loss of the au-
toencoder. To address the problem that defects are unexpec-
tedly well reconstructed in the autoencoder-based approaches,
RIAD" proposed training an the autoencoder by recovering
images that are partially erased.

Representation similarity. In representation similarity-
based methods, the normal feature distribution is first expli-
citly modeled during training. K nearest neighbors or Ma-
halanobis distance is used to calculate the similarity between
test features and normal features during testing. Samples with
low similarity are considered defective. GaussianAD" pro-
posed the use of a multivariate Gaussian model to describe
the distribution of pre-trained features of normal samples.
SPADE™ saved patch-level features and image-level features
extracted from ResNet; K nearest neighbors searched from
image-level normal features are used to compute anomaly
scores; and patch features of these selected images are further
used to compute patch-level anomaly maps. PaDim!! estim-
ated a multivariate Gaussian model at each patch position and
uses a random dimension selection strategy to reduce the size
of the patch features. PatchCore!! employed a position-
independent feature memory bank and uses a greedy selec-
tion strategy to reduce the size of the memory bank.

Self-supervised representation learning.
methods” " are dedicated to learning discriminative repres-
entations through proxy tasks such as predicting the geomet-
ric transformation of the image or contrast learning™.
However, these methods are limited to learning high-level se-
mantic information. CutPaste" constructed anomalies by ran-
domly cropping and pasting image blocks and demonstrates
that the network’s perception of such anomalies can be gener-
alized to actual defects.

Normalizing flow. The normalizing flow-based approach
uses normalizing flows to transform the normal feature distri-
bution into a Gaussian distribution. The network outputs a
probability indicating whether the input is within the normal
distribution, and a low probability is expected when the input
is defective. DifferNet!” applied a normalizing flow to image-
level pre-trained features to obtain the image-level anomaly
score. Cflow™ formed a conditional normalizing flow by in-
corporating positional encoding in the flow, then the anom-
aly map is obtained by sliding the conditional normalizing
flow over patches.

Knowledge distillation. In knowledge distillation-based
approaches, the teacher model and the student model are ex-
pected to produce features with differences in the defective
images!'”'">*"! that use a set of teacher—student model pairs
with different perceptual fields to compute residual maps at
multiple scales. Salehi et al.'" proposed that the distillation of
features from an expert network at various layers is prefer-
able to that of a single layer. In these approaches, the teacher
and student models use similar structures, leading to a con-
vergence of the teacher and student models’ representations
of defects. Deng et al."* proposed a reverse distillation
paradigm to solve this problem.

Several
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2.2 Evaluating the robustness of anomaly detection
models

In recent years, many works have focused on evaluating the
robustness of anomaly-based intrusion detection systems. In
intrusion detection scenarios, attacks are applied to anomaly
detection models, and the changes in model performance are
calculated as robustness criteria. Researchers are dedicated to
designing better attacks to evaluate model weaknesses.
Goodge et al.” designed different types of attacks to evalu-
ate model robustness and improve the robustness to adversari-
al attacks by optimizing the latent representation. Schneider et
al.”” proposed using different feature robustness metrics, and
Han et al.”® proposed using gray/black-box traffic-space ad-
versarial attacks to evaluate model robustness. To better de-
termine whether the attacked samples are anomalies, Gomez
et al.” proposed using multiple supporting models and found
that the 1D CNN is more robust than LSTM according to
their evaluation method. The impact of data poisoning on an-
omaly detection systems has also been studied”* .

However, these studies on the robustness of anomaly detec-
tion have focused mainly on intrusion detection scenarios and
are difficult to apply to other scenarios for the following reas-
ons. First, most of these works have evaluated the robustness
against adversarial attacks or data pollution, but the robust-
ness against common corruption is also important, especially
in industrial defect detection scenarios. Second, anomaly de-
tection models in intrusion detection scenarios mainly ad-
dress one-dimensional time-series data, while image anomaly
detection models process multi-dimensional image data, and
robust models need to adapt to more complex environmental
changes. To the best of our knowledge, research on the ro-
bustness of image-based anomaly detection in scenarios such
as industrial defect detection is lacking.

2.3 Benchmarking robustness to common corruptions

Many methods have been proposed for studying the robust-
ness of CNNs against common image corruptions'*'"**1. To
investigate the robustness of different classification networks
against common image corruptions and perturbations, Dan et
al.'" proposed two datasets, ImageNet-C and ImageNet-P.
Michaelis et al.l'”! provide a benchmark for evaluating the per-
formance of a target detection model in the face of image cor-
ruptions. Similarly, Kamann et al.'’ accessed the robustness
of the semantic segmentation model to real-world image cor-
ruptions. Altindis et al.”” evaluated instance segmentation
models with real-world image corruptions and out-of-domain
images. Wang et al.'? constructed three robustness bench-
marks to study the drawbacks of human pose estimation
models.

3 Methods

3.1 Robustness benchmark

We construct the robust benchmark dataset MVTec-C by
adding eight corruption types with five severity levels to each
image in the MVTec test set. The corruption types include
Gaussian noise, Poisson noise, motion blur, defocus blur,
light, contrast, JPEG compression, and geometry. Fig. |
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shows some samples from the MVTec-C.

The performance of an anomaly detection model is usually
measured using the area under the receiver operator character-
istic (AUC). Specifically, image-level AUC is used for image-
level anomaly detection, while the performance of anomaly
segmentation is determined by the pixel-level AUC. Refer-
ring to Michaelis et al."”), the performance on corrupted data
is measured by the mean performance under corruption
(mPC):

mPC = ! i !
N4,

Here, N. denotes the total number of different corruption
types included in the test, and N, represents the number of
severity levels for each type of corruption. In this context, ¢
indexes the specific type of corruption, and s indicates the
severity level of the corruption. The robustness of a model is
defined as its ability to maintain original performance levels
under various corruption scenarios. To quantify this, we intro-
duce the relative performance under corruption (rPC), defined
as:

i AUC,.. (1)

mPC
PC = AUC. 2)
In the above equation, AUC,,, refers to the model’s AUC
performance on clean, uncorrupted data. Therefore, rPC
provides a comparative measure of the model’s robustness by
evaluating its performance under corrupted conditions relat-
ive to its performance on clean data.

3.2 Evaluation of representative methods

We evaluate several of the most representative contemporary
unsupervised anomaly detection methods using our bench-
mark and discuss the advantages and disadvantages of these
methods. Then, we select two methods that perform best in
terms of both performance and robustness combined and in-
vestigate the impact of different components of these meth-
ods on the models’ robustness.

3.2.1 Comparison between different methods

The f~AnoGAN" used an encoder to map the image patches
into the hidden space and then uses the WGAN to recover the
image patches. The output image of the generator and the in-
termediate features of the discriminator are used to compute
the anomaly score. PaDim™ used features from multiple se-
mantic layers in the ImageNet pre-trained model, described
using a multivariate Gaussian model at each patch position,
and used the Mahalanobis distance to compute the anomaly
score at each location to generate the anomaly map.

PatchCore!”, based on ImageNet pre-trained features, used a
greedy strategy to keep the maximal representative set of nor-
mal patch features and uses kNN to compute the anomaly
score for each test patch. CutPaste, a data augmentation
method is used in CutPaste to learn self-supervised features, a
multivariate Gaussian model is used to model the distribution
of global features, and the image-level anomaly score is com-
puted using the Mahalanobis distance. Cflow!! uses condi-
tional normalizing flow to explicitly estimate the anomaly
score at each patch location. Reverse Distillation” uses
teacher—student models to learn the distribution of normal
features at multiple scales. The feature maps of the teacher
and student models are compared to obtain the anomaly map.

3.2.2 In-depth study of specific methods

To better investigate robustness, it is essential not only to
evaluate the mainstream methods’ performance in robustness
but also to understand the factors that affect robustness and
how they influence it. Ablation experiments can be conduc-
ted to investigate these factors and achieve this goal.
However, the significant differences among the different
methods make it difficult to study these factors in a unified
framework. Our benchmark testing revealed that PatchCore
by Roth et al."’ and Reverse Distillation by Deng et al.l'”! out-
perform other methods in both accuracy and robustness and
thus warrant further research. Therefore, we conducted more
thorough research on these two methods separately to ex-
plore the factors that affect robustness.

PatchCore. The PatchCore method workflow is shown in
Fig. 2. First, local patch features are extracted and aggregated
into a memory bank. The mid-level patch features are util-
ized to minimize bias toward ImageNet classes, while a fea-
ture aggregation over a local neighborhood ensures retention
of sufficient spatial context. Second, the coreset-reduction
method is introduced to reduce redundancy in the extracted
patch-level memory bank and significantly reduce the storage
memory and inference time. This is achieved through greedy
coreset subsampling for nominal feature banks. Finally, the
nearest neighbors of the test features are retrieved from the
memory bank and compared with the test patch features to
compute anomaly scores. We explore the robustness of the
model from the following aspects:

o We explore the impact of features of different scales as
patch representations.

e Different neighborhood sizes in neighborhood aggrega-
tion are compared.

e We compare the results when sampling with different
sampling ratios to obtain the memory bank.

Reverse Distillation. Fig. 3 shows the flow of Reverse
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Fig. 2. The pipeline of PatchCore!. Neighborhood aggregation enhances the patch representations extracted from a pre-trained model. Then the greedy
sampling constructs a compact yet maximal representative memory bank. Finally, each patch is scored by calculating the distance between the patch rep-

resentation and its nearest neighbor in the memory bank.

01034

DOI: 10.52396/JUSTC-2022-0165
JUSTC, 2024, 54(1): 0103



i‘itST‘( "

Wang et al.
Greedy coreset
sampling
Memory bank
E -~ D = =
Feature T et ]
extractor | v i ‘
Neighbourhood - > ’ h
. : P, A
aggregation Nearest neighbor S~

search

Fig. 3. The pipeline of Reverse Distillation"”. First, the teacher model acts as a feature extractor and outputs multi-scale features. Secondly, multi-scale
features are merged and compressed into low-dimensional embeddings by the multi-scale feature fusion (MFF) and the one-class embedding (OCE) mod-
ule. Third, the student model tries to reconstruct the multi-scale features output by the teacher model. Finally, the cosine distance is used to compare the

outputs of the student and teacher models, resulting in an anomaly map.

Distillation. First, a pre-trained deep neural network is used as
a teacher model to extract the feature representations of the
original input data. Second, multi-scale feature fusion (MFF)
and a method called “one-class embedding” (OCE) are used
to transform the extracted features into low-dimensional,
compact representations. Third, a student model is used as a
decoder to reconstruct the teacher model’s representations at
different scales from the low-dimensional feature embed-
dings. Fourth, the output of the student model is compared
with the output of the teacher model, and the anomaly score
and anomaly localization information are obtained by calcu-
lating the reconstruction error. We explore several aspects
of the factors affecting the robustness of Reverse Distillation:

e Different scales of features are aggregated and compared
in the MFF module.

o We compare the base model, model with OCE, and mod-
els with both MFF and OCE.

e Features at different scales are distilled and compared.

3.3 Robust anomaly detection model

To construct a robust anomaly detection model, we try to op-
timize the feature representation of the representation
similarity-based approach, which yields the best performance.
Corruptions cause features to deviate from the original distri-
bution, thus making the use of the original discriminant func-
tion to distinguish defective samples from normal samples
less effective. We assume that the feature drift caused by cor-
ruption is globally consistent, while the feature drift caused
by defects is local. This assumption is motivated by the fact

Normal distribution Defect—indroduced
drift

that, unlike natural scenes, in fields such as industrial defect
detection and medical imaging, it is often necessary to ana-
lyze and process images of small regions to detect defects or
lesions. It is reasonable to assume that the corruption-
induced feature drift is globally consistent in such small re-
gions. In contrast, defects or lesions typically results in muta-
tions in a smaller local area of the image, which introduces
uneven feature drift. Therefore, the average drift of all patch
features in an image can be used to estimate the former but
not the latter. By minimizing the average drift, we can com-
pensate significantly for corruption-induced drift. Although,
this approach will alter defect features, it is not enough to
compensate for the defect drift. Thus, a feature alignment
module can be designed to recover uncorrupted features by
minimizing the average drift. We illustrate the concept in
Fig. 4. To compute the average drift, we need to obtain the
features before degradation. Since obtaining such features is
not feasible, we approximate uncorrupted features by select-
ing K nearest uncorrupted neighbors from the memory bank.
Let the corruption transformation be G, the inverse trans-
formation be H, the normal patch feature be x, and the de-
graded patch feature be x. Then, we have x = H(G(x)) =
H(x). If the inverse transformation H can be estimated, the
feature x can be returned. We introduce the FAM in the test
phase as an estimate of the inverse transformation H; then,
the original feature can be estimated as x* = FAM,,(X), where
M represents for the parameters of the FAM. We optimize the
FAM to minimize the distance between patch features and

Normal distribution

'\<

e \yverage drift
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Fig. 4. Corruptions cause a globally consistent drift, while defects cause a local drift from the normal distribution. The average shift of all image patch
features tends to align more closely with the drift caused by corruption than that caused by defects. Consequently, minimizing the average shift can ef-
fectively reduce the drift induced by corruption by aligning the corrupted features with the normal ones. Although this approach can alter the defect fea-

tures, it remains insufficient to compensate for the drift caused by defects.
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their reference features, as follows :

M’ = argmin [FAM,,(X) - X.. . 3)
where X refers to all the patch features in a single image, and
X, represents the reference features of the test features. Each
test feature corresponds to & reference features selected from
the memory bank with kNN. The Euclidean distance between
the features transformed by the FAM and their nearest neigh-
bor features in the memory bank is computed to obtain the an-
omaly score.

The parameter M of the FAM consists of the coefficient
vector W and the bias vector B, defined as FAM(x) =
W'x + B. It is designed to fit simple transformations, thus
avoiding learning semantic information. In addition, the num-
ber of iterations # of the optimization process needs to be lim-
ited to prevent overfitting. In summary, our FAM module is
designed with parameters W and B that need to be optimized
online for each test sample during the testing phase, and two
other hyperparameters, including the number of reference fea-
tures k and the number of iterations 7.

4 Experiments

4.1 Implementation details

For robustness evaluation, we use publicly available imple-
mentations of these methods. Except for f-AnoGAN,
WideResnet50 is selected as the backbone network by de-
fault. The input image size is 256 X 256. For PaDim, 550 di-
mensions are randomly selected from features generated by
the backbone. For PatchCore, the memory bank constructed
at a sampling ratio of 0.01, and the neighborhood size was 3.
For CutPaste, we used a 3-way augmentation method with a
two-layer MLP network for the projection head. For Cflow,
three pooling layers and eight coupling layers are used. For
Reverse Distillation, when fusing features of different scales,
the number of output channels of OCE is not mentioned in the
original paper, and we set it to a fixed value of 2048. For

f~AnoGAN, the dimensionality of the hidden vector is set to
100. When combining the proposed FAM with PatchCore, the
FAM transforms the extracted features and calculates the an-
omaly score by performing the kNN on the memory bank.
The initial parameters of the FAM are W=1 and B=0.
Thus it is equivalent to the original PatchCore before FAM is
optimized. We use Adam optimizer to adjust the parameters
of FAM and set the learning rate to 0.01. All experiments are
performed on four NVIDIA GeForce RTX 3090 GPUs.

4.2 Robustness study

4.2.1 Comparison of different methods

The comparison of the results of different methods is shown
in Table 1. Based on the experimental results, we make the
following analysis: ( 1 ) f~fAnoGAN!"* has the lowest perform-
ance but the highest robustness. We speculate that this is not
because the decoder reconstructs the degraded image well but
because, in the reconstruction-based paradigm, degradation
interferes little with the identification of “easy” defects.
(ii) Although both PaDim® and PatchCore! are methods
based on representation similarity, their robustness differs
significantly. It is hypothesized that the distribution of the
location-dependent patch features of the training samples
does not generalize well to the new data due to the lack of
location diversity of the images in MV Tec. In contrast, auniform
location-independent memory bank is more generalizable.
Also, according to Ref. [8], the multivariate Gaussian model
does not fit the complex distribution well. (iii) CutPaste also
adopts a multivariate Gaussian model, but its image-level ro-
bustness greatly exceeds PaDim. This indicates that the fea-
tures obtained by CutPaste through self-supervised learning
are more focused on semantic information and, therefore, less
subject to interference from non-semantic degradation. (iv) As
one of the highest-performance methods on clean data,
Cflow™ does not perform well in terms of robustness. We
speculate that it is because the conditional normalizing flow is
sensitive to feature degradation. (v ) Reverse Distillation!”

Table 1. Comparison of the results of the different methods. “clean” refers to the accuracy (AUC) on MVTec. The image-level and pixel-level metrics

are displayed for each method. For some methods (f~AnoGAN, CutPaste), we do not find implementations provided by the authors, and the publicly

available implementations we used only generate image-level results.

Method f-AnoGAN PaDim" Cutpaste!” Cflow™ Reverse Distillation!”! PatchCore!
clean 0.623/— 0.955/0.973 0.903/— 0.979/0.976 0.980/0.978 0.990/0.980
Gaussian noise 0.636/— 0.870/0.913 0.717/—- 0.654/0.733 0.905/0.912 0.902/0.936
Shot noise 0.629/— 0.857/0.915 0.715/— 0.667/0.762 0.897/0.917 0.903/0.940
Defocus blur 0.625/— 0.941/0.964 0.836/— 0.815/0.911 0.971/0.972 0.960/0.966
Motion blur 0.619/— 0.513/0.686 0.854/— 0.855/0.943 0.966/0.969 0.954/0.966
Brightness 0.542/— 0.518/0.685 0.790/— 0.775/0.845 0.947/0.946 0.955/0.942
Contrast 0.597/— 0.553/0.680 0.636/— 0.635/0.732 0.859/0.899 0.845/0.877
JPEG compression 0.623/— 0.518/0.692 0.764/— 0.741/0.821 0.898/0.925 0.853/0.914
Geometry 0.567/— 0.492/0.636 0.685/— 0.660/0.895 0.544/0.786 0.690/0.899
mPC 0.605/— 0.658/0.771 0.750/— 0.725/0.830 0.873/0.916 0.883/0.930
rPC 0.971/— 0.689/0.793 0.830/— 0.741/0.851 0.891/0.937 0.892/0.950
0103-6 DOI: 10.52396/JUSTC-2022-0165
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Fig. 5. Analysis experiments. (a) The effect of multi-scale features in PatchCore on robustness. “1”, “2”, and “3” represent the features from layerl, lay-
er2, and layer3 in ResNet, respectively. (b) The effect of neighborhood size on the robustness of the domain aggregation module in PatchCore. (c) The ef-
fect of multi-scale features on robustness in Reverse Distillation. (d) Effect of multi-scale distillation in Reverse Distillation on robustness. (¢) Effect of
the number of FAM iterations. (f) Effect of the number of FAM reference features.

and PatchCore achieve the best balance between accuracy and
robustness. To understand the robustness of these two meth-
ods in more detail, we perform more in-depth experiments
and analyses below.

4.2.2 In-depth exploration of PatchCore

We analyze the results of multi-scale features, sampling
ratio, and neighborhood size, respectively.

Multi-scale features. The results of using features of dif-
ferent scales are shown in Fig. 5a. Layer2 and layer3 features
have significantly better robustness than layerl. It is reason-
able to assume that features from higher semantic levels are
less disturbed by the degradation of image quality and thus
have better robustness. As for detection rPC, layer?2 is slightly
worse than layer3 because layer?2 is better at detecting defects,
which in turn improves its robustness.

Sampling ratio. The effect of the sampling ratio is shown
in Table 2. The robustness increases with the sampling ratio,

Table 2. Impact of samplings ratio in PatchCore.

Sampling ratio 0.01 0.04 0.1 0.4
Detection rPC 0.892 0.898 0.9 0.904
Segmentation rPC 0.95 0.951 0.952 0.955

0103-7

indicating that increasing the number of sampled features
helps to generalize the memory bank to degenerate features.
Even if only 0.01 of normal features are sampled, the robust-
ness is only slightly lower than when 0.4 of normal features
are sampled, indicating that the memory bank obtained by
greedy sampling is a good representation of the original nor-
mal sample and thus a robust way to model the original nor-
mal distribution.

Neighborhood size. As shown in Fig. 5b, when the neigh-
borhood size exceeds 2, the robustness gradually decreases as
the neighborhood size increases. Though neighborhood ag-
gregation improves the performance'”, it does not help im-
prove robustness. A reasonable speculation is that aggregat-
ing more local information does not alleviate the feature shift
caused by corruptions. At the same time, too large neighbor-
hood size leads to patch features being damaged, which is
detrimental to anomaly detection.

4.2.3

The results of multi-scale features, OCE and MFF module,
and multi-scale distillation are analyzed.

Multi-scale features. As shown in Fig. 5c, using higher se-
mantic features leads to better robustness, similar to
PatchCore!”. This is because the higher-level features are less

In-depth exploration of Reverse Distillation
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Fig. 6. Impact of Reverse Distillation OCE module and MFF module on
robustness. “Plain” represents the base model.

disturbed by corruptions and closer to the original feature dis-
tribution, thus maintaining better robustness, which also ex-
plains the better performance of using features from layer3
than multi-scale features.

OCE and MFF module. As shown in Fig. 6, the OCE
module improves the robustness, but the MFF module does
not contribute to the robustness. Because OCE provides an in-
formation “bottleneck” so that only the critical information
needed to reconstruct the teacher’s network response is re-
tained, thus filtering out non-critical low-level information
about degradation. Additionally, the robustness is slightly re-
duced by introducing the MFF since MFF introduces low-
level features that degrade more heavily.

Multi-scale distillation. The impact of the distillation of
features at different scales on the robustness is shown in
Fig. 5d, and it is worth noting that layerl > layer3 > layer2 in
terms of robustness, and it is necessary to analyze the mech-
anism. Due to its reverse distillation paradigm, the high-
resolution features of the student model do not suffer from
more degradation interference than the lower-level features.
In contrast, the high-resolution features of the teacher model
suffer more degradation interference than the low-resolution
features. However, the high-resolution features have more de-
tailed information and thus facilitate the segmentation of de-
fects. Therefore, layerl and layer3 have better robustness than
layer2, and aggregating features of all scales can achieve
higher robustness.

4.3 Robust anomaly detection method

We combine the proposed FAM with PatchCore!™ to obtain a
new model, and the evaluation results are shown in
Table 3, where k=2 and n=8. The results show that the
FAM improves robustness for most corruptions types. For ex-
ample, compared to PatchCore, the image-level rPC and pixel-
level rPC under the JPEG compression category are im-
proved by 5.9% and 3.9%, respectively. In addition, there is
no significant improvement in robustness under the geometry
category since the geometric transformation does not result in
a globally consistent feature drift, which confirms that FAM
mainly serves to reduce the globally consistent feature drift.
Although the robustness of the model has been significantly
improved, there are still limitations. First, the pixel-level
AUC on the clean dataset (MVTec) decreased by 0.4%. This
is because, in the absence of defects, the iteration of the FAM

0103-8

causes the defect features to overfit normal features.
However, the model still maintains high accuracy, and the ro-
bustness has been significantly improved, so this comprom-
ise is acceptable. Second, the image-level rPC in the geomet-
ric category decreased by 1.1%. This is because the simple
structure of FAM cannot capture the complex transforma-
tions caused by image rotation. Specifically, CNN lacks rota-
tion invariance. When the image rotates, the image pixels that
affect a patch feature and the combination of pixels and con-
volution kernel parameters change. Hence, the resulting
changes in patch features are complex, exceeding the learn-
ing ability of FAM’s linear structure. Increasing the complex-
ity of FAM and introducing more contextual information for
patch features may help solve this problem. Fig. 7 shows the
comparisons between PatchCore and our method on some
samples.

4.3.1 Effect of the number of reference features

The robustness of different reference feature numbers is com-
pared to Fig. 5f. k =2 is slightly better than k = 1, and the ro-
bustness does not change significantly when k > 2, which in-
dicates that when the sampling ratio of 0.01, the memory
bank still maintains good densities to represent the normal
distribution. We speculate that a larger number of reference
features will help improve the robustness when the sampling
ratio is further reduced.

4.3.2 Effect of the number of iterations

As shown in Fig. 5¢, when the number of iterations is small,
the robustness increases subsequently, but further increasing
the number of iterations leads to a decrease in robustness. A
plausible reason for this is overfitting. FAM uses a simple
model to fit the mapping between degenerate feature distribu-
tions and normal feature distributions. It is difficult to recov-
er the original features, so we use the nearest neighbors from
the normal memory bank instead. However, there are

Table 3. Comparison of the results of different methods. “clean” refers to
the performance on MVTec. The image-level results and pixel-level res-
ults are shown for each method. The last column shows the improvement
of our method. Blue indicates a decrease, green indicates an improve-
ment of less than 5%, and red indicates a significant improvement of
more than 5%.

Method PatchCore Ours Improvement (%)
clean 0.990/0.980  0.991/0.976 /0.4

Gaussian noise ~ 0.902/0.936 0.927/0.947 /
Shot noise 0.903/0.940  0.927/0.953 /
Defocus blur 0.960/0.966  0.968/0.969 /
Motion blur 0.954/0.966  0.970/0.969 /
Brightness 0.955/0.942  0.968/0.965 /
Contrast 0.845/0.877  0.867/0.900 /
JPEG 0.853/0.914  0.912/0.953 +5.9/
Geometry 0.690/0.899  0.679/0.903 1.1/
mPC 0.883/0.930  0.902/0.945 /
rPC 0.892/0.950  0.911/0.968 /
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PatchCore

Corrupted image

differences between the nearest neighbors and the original
features, so too many iterations will damage the feature rep-
resentation and thus degrade the model’s performance. There-
fore n = 8 may be a good compromise.

5 Conclusions

In this paper, a comprehensive benchmark is constructed to
evaluate the robustness of unsupervised anomaly detection
models based on real-world corruptions in production scenari-
os. Thanks to this benchmark, we find many meaningful con-
clusions and a way to improve robustness. First, the main-
stream unsupervised anomaly detection methods in five dif-
ferent paradigms are evaluated, and the advantages and disad-
vantages of each paradigm are analyzed. Then, the two ap-
proaches that perform best in terms of performance and ro-
bustness are investigated through careful ablation
experiments, and the effects of different modules on the ro-
bustness of these two models are explored. Finally, a module
is proposed to eliminate the feature drift caused by corrup-
tions, and its effectiveness in improving robustness is demon-
strated experimentally.
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